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Certificate Policy and Certification Practices Statement

This document defines “Certification Practice” and “Certificate Policy” for all publicly-trusted Certificate
Authorities and Digital Certificates issued by the VikingCloud Certification Authority which is owned and
operated by Viking Cloud, Inc. (“VikingCloud”) a subsidiary of the Sysnet Global Solutions Group. All
Digital Certificates being issued by VikingCloud shall contain one of the following identifiers within the
“certificatePolicies extension” field in the Digital Certificate. This document contains all Certificate Policies
and the Certification Practices for the VikingCloud Certification Authority that issued the Digital Certificate
which contains one of the following Certificate Policy identifiers.

Certificate Type

Friendly Name

Certificate Policy ID

1. Email S/MIME Digital
Certificate

S/MIME Certificate, Secure E-Mail
Certificate

2.23.140.1.5.1.3

2. Client Authentication
Certificate

Client Authentication Certificate,
“My Identity” Certificate, VPN
Certificate

1.3.6.1.4.1.30360.3.3.3.5.4.6.3

3. Extended Validation (“EV")
Web Server SSL Digital
Certificate

EV Certificate

2.16.840.1.114404.1.1.2.4.1,
2.23.140.1.1

4. Organization Validation
(“OV") Web Server SSL Digital
Certificate

QV SSL Certificate

2.23.140.1.2.2, 2.23.140.1.2.3

5. Domain Validation (“DV")

Web Server SSL Digital DV Certificate 2.23.140.1.2.1
Certificate
Table 1
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Viking Cloud, Inc.
CERTIFICATION PRACTICES AND CERTIFICATE POLICY STATEMENT

© 2025 Viking Cloud, Inc. or its affiliates. All rights reserved.
Trademark Notices

The VikingCloud and SecureTrust logo and design, VikingCloud, SecureTrust, and XRamp are trademarks
and/or service marks of Viking Cloud, Inc. or its affiliates. Other trademarks and service marks in this
document are the property of their respective owners.

Without limiting the rights reserved above, and except as licensed below, no part of this publication may
be reproduced, stored in or introduced into a retrieval system, or transmitted, in any form or by any
means (electronic, mechanical, photocopying, recording, or otherwise), without prior written permission of
VikingCloud’s Legal Department.

Notwithstanding the above, permission is granted to reproduce and distribute this Certification Practices
Statement and the associated Certificate Policies on a nonexclusive, royalty-free basis, provided that (i)
the foregoing copyright notice and the beginning paragraphs are prominently displayed at the beginning
of each copy, and (ii) this document is accurately reproduced in full, complete with attribution of the
document to VikingCloud.

Requests for any other permission to reproduce this Certification Practices Statement and the associated
Certificate Policies (as well as requests for copies) shall be addressed to:

Viking Cloud, Inc.
Attn: Legal Department 70 W. Madison Street Suite 400 Chicago, IL 60602
United States of America

Requests can also be made via email to ca@vikingcloud.com.
VikingCloud CA Corporate History

On June 1, 2007, Trustwave Holdings, Inc. acquired XRamp Security Services, Inc., successor to
SecureTrust Corporation.

On October 17, 2021, the Sysnet Global Solutions Group purchased the SecureTrust business, including
Secure Compliance, Inc. (formerly named SecureTrust, Inc.) from Trustwave Holdings, Inc. The SecureTrust
CA business resides under Viking Cloud, Inc. a Sysnet Global Solutions Group subsidiary.
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1 INTRODUCTION

This document is the VikingCloud Certificate Policy and Certification Practices Statement
(“VikingCloud CP/CPS”) which details the following information:

1. The legal and technical principles and practices that VikingCloud employs in providing certification
services;

2. The governing policies, practices, procedures, and infrastructure employed by the VikingCloud
Certification Authority (“CA”) for its operations and business continuity;

3. The governing policies, practices and procedures employed in the creation, management, and
termination of our root CA keys;

4. The governing policies, practices and procedures that apply to all End-Entity Digital Certificates
(“Certificate”) issued by our CA;

5. The physical, environmental, and logical security controls employed by VikingCloud to protect our
root CA certificates and keys; and

6. The legal structure of the relationship between VikingCloud, Subscribers (end-entities), and Relying
Parties.

Previous versions of this document were known as the SecureTrust Certificate Policy and
Certification Practices Statement and Trustwave Certificate Policy and Certification Practices
Statement.

VikingCloud provides certification services for a number of different types of “End-Entity” Certificates,
each of which may have differing uses and purposes which necessitate different processes and
procedures to be employed throughout the lifetime of the Certificate. The Certificate lifecycle includes
public and private key generation, the vetting of the information contained within the Certificate by
VikingCloud, the CA signing of the Certificate, the implementation and use of the Digital Certificate, and
finally, the termination of use of the Certificate. The governing policies, processes, and procedures
associated with the issuance of digital certificates, as well as the interrelationship with the VikingCloud
Information Security Program by these governing policies, processes, and procedures of the different
Certificate types are all detailed within this document.

Information Security services provided by VikingCloud include:

 Certificate Generation, Update, Renewal, Re-key, and Distribution

 Certificate Revocation List (“CRL’) Generation and Distribution and Online Certificate Status
Response Services

* Directory Management of Certificate Related Items

e Privilege and Authorization Management

* System Management Functions (e.g., security audit, configuration management, archive, etc.)

The security of these services is ensured by defining requirements on VikingCloud activities, including the
following:

e Subscriber identification and authorization verification

e Control of computer and cryptographic systems

» Operation of computer and cryptographic systems

* Usage of keys and certificates by Subscribers and relying parties

 Definition of rules to limit liability and to provide a high degree of certainty that the stipulations of
this policy are being met

This CP/CPS focuses on the overall CA operations and the policies and procedures that govern the lifetime
of the VikingCloud Certification Authorities’ “Private Keys” while also focusing on the policies and
procedures encompassing the lifetime of all “End-Entity” Certificates.

This CP/CPS, along with all other documentation located at https://certs.securetrust.com/CA, including

relying party and subscriber agreements as well as the “Terms of Use” constitutes the obligations,
representations, warranties, policies, and procedures that apply to any Digital Certificate issued by
VikingCloud.

VikingCloud conforms to the current version of the “Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates”, “Guidelines for the Issuance and Management of Extended
Validation Certificates” (henceforth referred to as “EV Guidelines”), “Baseline Requirements for the
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Issuance and Management of Publicly-Trusted S/MIME Certificates”, and “Network and Certificate System
Security Requirements” published at https://cabforum.org/. In the event of any inconsistency between this
document and those Requirements, those Requirements take precedence over this document.

Note: VikingCloud no longer issues Code Signing Certificates. VikingCloud’s last Code Signing Certificate
was issued on June 5, 2024.

1.1 OVERVIEW

VikingCloud operates and maintains twelve distinct Root Certification Authorities (hereinafter, collectively
known as “Root CA”, or “VikingCloud Root CA”) identified by the following names:

. Secure Global Certification Authority (“SGCA”)

. XRamp Global Certification Authority (“XGCA”")

. SecureTrust Certification Authority (“STCA")

. Trustwave Global Certification Authority (“TWGCA”)

. Trustwave Global ECC P256 Certification Authority (“TWGP256CA")
. Trustwave Global ECC P384 Certification Authority (“TWGP384CA")
. VikingCloud TLS RSA Root 1 (“VCT1CA”")

. VikingCloud TLS ECC Root 1 (“VCT1P3CA")

. VikingCloud SMIME RSA Root 1 (“VCS1CA")

10. VikingCloud SMIME ECC Root 1 (“VCS1P3CA”)

11. VikingCloud Client RSA Root 1 (“VCC1CA")

12. VikingCloud Client ECC Root 1 (“VCC1P3CA")

O OoONOOULES, WN -

In addition, VikingCloud maintains subordinate CAs (hereinafter known as “VikingCloud Subordinate
CA(s)”) that are subordinate to the Root CA. The entire hierarchy is depicted in the diagram below. This
CP/CPS governs the operation and maintenance of, and is applicable to, the above-listed Root Certification
Authorities as well as each of the subordinate CAs described below.

These certification authorities are collectively known as the “VikingCloud Public Key Infrastructure
Hierarchy” (“VPH").

1. SecureTrust Secure Email CA (“STSMCA”): This CA issues Certificates for S/MIME (secure
email) use.
2. SecureTrust TWG Secure Email CA (“TWGSMCA”): This CA issues Certificates for S/MIME
(secure email) use.
3. SecureTrust TWG ECDSA P-256 Secure Email CA (“TWGP2SMCA”): This CA issues
Certificates for S/MIME (secure email) use.
4. SecureTrust TWG ECDSA P-384 Secure Email CA (“TWGP3SMCA”): This CA issues
Certificates for S/MIME (secure email) use.
5. Viking Cloud Secure Email CA (“VCSMCA”): This CA issues Certificates for S/MIME (secure
email) use.
6. SecureTrust TWG Client CA (“TWGCLCA”): This CA issues “My ldentity” client Certificates to be
used for authentication purposes within a Virtual Private Network (“VPN”).
7. SecureTrust TWG ECDSA P-256 Client CA (“TWGP2CLCA”): This CA issues “My Identity” client
Certificates to be used for authentication purposes within a Virtual Private Network (“VPN").
8. SecureTrust TWG ECDSA P-384 Client CA (“TWGP3CLCA”): This CA issues “My ldentity” client
Certificates to be used for authentication purposes within a Virtual Private Network (“VPN").
9. SecureTrust Client Authentication CA (“STCLCA”): This CA issues “My Identity” client
Certificates to be used for authentication purposes within a Virtual Private Network (“VPN").
10. Viking Cloud Client Authentication CA (“VCCLCA”): This CA issues “My Identity” client
Certificates to be used for authentication purposes within a Virtual Private Network (“VPN").
11. SecureTrust Code Signing CA (“STCSCA”): This CA issues Certificates for code signing use.
12. Trustwave Global Code Signing CA (“TWGCSCA”): This CA issues Certificates for code signing
use.
13. Trustwave Global ECDSA P-256 Code Signing CA (“TWGP2CSCA”): This CA issues
Certificates for code signing use.
14. Trustwave Global ECDSA P-384 Code Signing CA (“TWGP3CSCA”): This CA issues
Certificates for code signing use.
15. VikingCloud TWG Code Signing CA (“VCTWGCSCA”): This CA issues Certificates for code
signing use.
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SecureTrust Extended Validation CA (“STEVCA”): This CA issues EV Certificates for server
(e.g. WWW server) implementations.

Trustwave Secure Global Extended Validation CA (“SGEVCA”): This CA issues EV Certificates
for server (e.g. WWW server) implementations.

Trustwave XRamp Global Extended Validation CA (“XGEVCA”): This CA issues EV Certificates
for server (e.g. WWW server) implementations.

Trustwave Global Extended Validation CA (“TWGEVCA”): This CA issues EV Certificates for
server (e.g. WWW server) implementations.

Trustwave Global ECDSA P-256 Extended Validation CA (“TWGP2EVCA”): This CA issues EV
Certificates for server (e.g. WWW server) implementations.

Trustwave Global ECDSA P-384 Extended Validation CA (“TWGP3EVCA”): This CA issues EV
Certificates for server (e.g. WWW server) implementations.

Viking Cloud Extended Validation CA (“VCEVCA”): This CA issues EV Certificates for server
(e.g. WWW server) implementations.

SecureTrust Organization Validation CA (“STOVCA”): This CA issues OV SSL Certificates for
server (e.g. WWW server) implementations.

Trustwave Global Organization Validation CA (“TWGOVCA”): This CA issues OV Certificates
for server (e.g. WWW server) implementations.

Trustwave Global ECDSA P-256 Organization Validation CA (“TWGP20OVCA”): This CA issues
OV Certificates for server (e.g. WWW server) implementations.

Trustwave Global ECDSA P-384 Organization Validation CA (“TWGP30OVCA”): This CA issues
OV Certificates for server (e.g. WWW server) implementations.

Viking Cloud Organization Validation CA (“VCOVCA”): This CA issues OV SSL Certificates for
server (e.g. WWW server) implementations.

SecureTrust Domain Validation CA (“STDVCA”): This CA issues DV Certificates for server (e.g
WWW server) implementations.

Trustwave Global Domain Validation CA (“TWGDVCA”): This CA issues DV Certificates for
server (e.g. WWW server) implementations.

Trustwave Global ECDSA P-256 Domain Validation CA (“TWGP2DVCA”): This CA issues DV
Certificates for server (e.g. WWW server) implementations.

Trustwave Global ECDSA P-384 Domain Validation CA (“TWGP3DVCA”): This CA issues DV
Certificates for server (e.g. WWW server) implementations.

Viking Cloud Domain Validation CA (“VCDVCA”): This CA issues DV Certificates for server (e.g
WWW server) implementations.

SecureTrust Timestamping CA (“STTSCA”): This CA issues Timestamp Certificates for providing
proof that code or other data existed at a given point in time. These Timestamp Certificates are
controlled by VikingCloud and used to provide Trusted Timestamping services.

Trustwave Timestamping CA (“TSCA”): This CA issues Timestamp Certificates for providing
proof that code or other data existed at a given point in time. These Timestamp Certificates are
controlled by VikingCloud and used to provide Trusted Timestamping services.

Trustwave Global Timestamping CA (“TWGTSCA”): This CA issues Timestamp Certificates for
providing proof that code or other data existed at a given point in time. These Timestamp
Certificates are controlled by VikingCloud and used to provide Trusted Timestamping services.
Trustwave Global ECDSA P-256 Timestamping CA (“TWGP2TSCA”): This CA issues
Timestamp Certificates for providing proof that code or other data existed at a given point in time.
These Timestamp Certificates are controlled by VikingCloud and used to provide Trusted
Timestamping services.

Trustwave Global ECDSA P-384 Timestamping CA (“TWGP3TSCA”): This CA issues
Timestamp Certificates for providing proof that code or other data existed at a given point in time.
These Timestamp Certificates are controlled by VikingCloud and used to provide Trusted
Timestamping services.

VikingCloud TWG Timestamping CA (“VCTWGTSCA”): This CA issues Timestamp Certificates
for providing proof that code or other data existed at a given point in time. These Timestamp
Certificates are controlled by VikingCloud and used to provide Trusted Timestamping services.
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LEGACY CERTIFICATION AUTHORITY HIERARCHY

SHA-256 SHA-256 SHA-256 SHA-256 SHA-256

Intermediate
CAs

0IDs below the CA name denote the applicable certificate
policies for certificates that individual CA directly issues as
of the date of this CPS.

STEVCA = Extended Validation SSL CA (SHA-256)
SGEVCA = Extended Validation SSL CA (SHA-256)
XGEVCA = Extended Validation SSL CA (SHA-256)
VCEVCA = Extended Validation SSL CA (SHA-256)
STOVCA = Organization Validation SSL CA (SHA-256)
VCOVCA = Organization Validation SSL CA (SHA-256)
STDVCA = Domain Validation SSL CA (SHA-256)
VCDVCA = Domain Validation SSL CA (SHA-256)
STCSCA = Code Signing CA (SHA-256)

. STSMCA = S/MIME CA (SHA-256)

. VCXGSMCA = S/MIME CA (SHA-256)

. VCSMCA = S/MIME CA (SHA-256)

. STCLCA = Client Authentication CA (SHA-256)

. VCCLCA = Client Authentication CA (SHA-256)

. TSCA = Time Stamping CA (SHA-256)

. STTSCA = Time Stamping CA (SHA-256)
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SHA-256 SHA-256 SHA-384

Intermediate
CAs

0IDs below the CA name denote the applicable certificate
policies for certificates that individual CA directly issues as of
the date of this CPS.

TWGEVCA = Extended Validation SSL CA (SHA-256)
TWGOVCA = Organization Validation SSL CA (SHA-256)
TWGDVCA = Domain Validation SSL CA (SHA-256)
TWGCLCA = Client Authentication CA (SHA-256)
TWGSMCA = S/MIME CA (SHA-256)

TWGCSCA = Code Signing CA (SHA-256)

TWGTSCA = Time Stamping CA (SHA-256)

VCTWGCSCA = Code Signing CA (SHA-256)
VCTWGTSCA = Time Stamping CA (SHA-256)
VCTWGTLSDVCA = Domain Validation SSL CA (SHA-256)
. TWGP2EVCA = Extended Validation SSL CA (SHA-256)

. TWGP20VCA = Organization Validation SSL CA (SHA-256)
. TWGP2DVCA = Domain Validation SSL CA (SHA-256)
TWGP2CLCA = Client Authentication CA (SHA-256)
TWGP2SMCA = S/MIME CA (SHA-256)

TWGP2CSCA = Code Signing CA (SHA-256)

. TWGP2TSCA = Time Stamping CA (SHA-256)
TWGP3EVCA = Extended Validation SSL CA (SHA-384)
TWGP30VCA = Organization Validation SSL CA (SHA-384)
. TWGP3DVCA = Domain Validation SSL CA (SHA-384)

. TWGP3CLCA = Client Authentication CA (SHA-384)
TWGP3SMCA = S/MIME CA (SHA-384)

. TWGP3CSCA = Code Signing CA (SHA-384)

. TWGP3TSCA = Time Stamping CA (SHA-384)
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Figure 1 - The VikingCloud Public Key Infrastructure

Activities and governing policies of the VPH listed above and the Certificate Policies associated with the
Certificates that each of these CAs issue are defined by this document. Certificate policies associated with
certificate types that that have not been, or are not currently being, issued by VikingCloud are not defined
within this document.

7 Copyright © 2025 Viking Cloud, Inc. or its affiliates. All rights reserved.



February 5, 2025 | VikingCloud Certificate Policy & Certification Practices Statement v8.0

All End-Entity Certificates issued by VikingCloud shall contain a CP OID so that End-Entities and Relying
Parties can identify the (i) type of Certificate, (ii) corresponding policies and procedures performed during
the Certificate lifecycle including the vetting processes used prior to the issuance, (iii) intended purposes
of the Certificate, and (iv) rights, responsibilities, and warranties for each party.

Applicants and Subscribers shall be responsible for:

1. Reviewing their Certificate as issued by VikingCloud to confirm the accuracy of the Subscriber
information contained therein before first use,

2. Using a trusted system for generating their Key Pair and to prevent any loss, disclosure, or
unauthorized use of the Private Key,

3. Keeping Private Keys confidential at all times,

4. Keeping confidential any passwords, pass-phrases, PINs or other personal secrets used in obtaining
authenticated access to their Private Key and VikingCloud PKI facilities,

5. Making only true and accurate representations to the Registration Authority and/or Issuing
Authority as to the information required to determine eligibility for a Certificate and for information
contained within the Certificate,

6. In accordance with the VikingCloud CP/CPS, exclusively using their Certificate for legal purposes
and restricting its use to authorized purposes detailed by this document, and

7. Immediately notifying VikingCloud of a suspected or known Key Compromise in accordance with the
procedures laid down in this VikingCloud CP/CPS.

Relying parties shall be responsible for, and may justifiably rely upon a certificate only after:

1. Ensuring that reliance on Certificates issued under this policy is restricted to appropriate uses as
defined within this VikingCloud CP/CPS,

2. Ensuring that the Certificate remains valid and has not been revoked by accessing any and all
relevant certificate status information, and

3. Determining that such certificate provides adequate assurances for its intended use.

All of these Certificate Policies that further define these conditions are contained within this CP/CPS, the
associated Relying Party Agreements, and Subscriber Agreements which can be found at https://
certs.securetrust.com/CA.

1.2 DOCUMENT NAME AND IDENTIFICATION

This document is the VikingCloud Certificate Policy and Certification Practices Statement
(“VikingCloud CP/CPS").

All Certificates that VikingCloud issues shall contain a CP OID corresponding to the applicable Certificate
type. Because this CP/CPS is incorporated within all CPs, this CPS does not have a unique OID associated
with it. This CP/CPS contains all relevant and current CPs.

VikingCloud issues the following Certificate types which can be identified by the Certificate Policy Object
Identifier (“OID” or “CP OID”) contained in the certificatePolicy extension within the End-Entity Certificate.
Table 2 below identifies any valid certificate type.
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Issuing Certification

Certificate Type Friendly Name Authority Certificate Policy OID
. . S/MIME Certificate, STSMCA, TWGSMCA,
(E:Zr?i'%cségw Digital 5c ure E-Mail TWGP2SMCA, 2.23.140.1.5.1.3
Certificate TWGP3SMCA, VCSMCA

Client Authentication
Client Authentication |Certificate, “My
Certificate Identity” Certificate,
VPN Certificate

STCLCA, TWGCLCA,
TWGP2CLCA, 1.3.6.1.4.1.30360.3.3.3.5.4.6.3
TWGP3CLCA, VCCLCA

STEVCA, SGEVCA,
XGEVCA, TWGEVCA, 2.16.840.1.114404.1.1.2.4.1,
TWGP2EVCA, 2.23.140.1.1

TWGP3EVCA, VCEVCA

Extended Validation
(“EV") Web Server EV Certificate
SSL Digital Certificate

Organization
Validation (“OV") Web
Server SSL Digital

STOVCA, TWGOVCA,
OV SSL Certificate TWGP20VCA, 2.23.140.1.2.2, 2.23.140.1.2.3
TWGP30VCA, VCOVCA

Certificate
Domain Validation STDVCA, TWGDVCA,
(“DV") Web Server DV Certificate TWGP2DVCA, 2.23.140.1.2.1
SSL Digital Certificate TWGP3DVCA, VCDVCA
Table 2
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1.2.1 Revisions
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CPB APPROVAL

VERSION | & PUBLICATION CHANGES/COMMENTS MODIFIED BY
DATE
Sr. Product Manager,
3.0 July 11, 2014 General Review & Annual Update Software Architect,
Director of Operations
3.1 August 20, 2014 |Organization Updates Director of Operations
4.0 October 1, 2014 |Intermediate Roots Director of Operations
December 15, Sr. Product Manager,
4.1 2014 Quarterly Update Director of Operations
4.2 April 15, 2015 Quarterly Update Director of Operations
43 August 12, 2015 Quarterly Update, Created 2 EV CAs, Revoked 2 Sr. Product Manager
unused CAs
Sr. Product Manager,
4.4 January 14, 2016 |CRL updates, Quarterly CPS update Sr. Software Architect
Director Product
45 June 22, 2016 Quarterly CI?S Updates, Revoked and removed Management, Sr.
ORGCA, Validation Updates .
Software Architect
Director, Product
Management, Sr.
4.6 January 25, 2017 |CPS Updates, Added TSCA Software Architect,
Associate Product
Manager
Sr. Software Architect,
4.7 April 19, 2017 CPS Updates, Validation Updates Associate Product
Manager
CAA Policy Update, Instances of “OV Certificate”
changed to “OV SSL Certificate”, Revocation .
e . L Software Architect,
request clarification, Non-Latin Organization name .
4.8 August 23, 2017 . Associate Product
coding no longer EV only and change to RFC Manager
references, Organization Updates, Added ECDSA 9
key requirements
New roots added, Qgrtlﬁcate Tr.anspare.ncy Software Architect,
updates, New Certificate duration requirements, .
5.0 January 31, 2018 . . . e Associate Product
Various clarity updates as identified by the annual
. Manager
review
Removed unused definitions and acronyms, .
51 October 1. 2018 Deprecation of method 3.2.2.4.1, Clarified 3.2.2.5, ics)z)vi?arteeAPrfséEictt’
' ' Removal of outdated ETSI versions, Clarified
. Manager
insurance coverage 9.2.1
Removed unused definitions and acronyms, OCSP | Software Architect,
November 14, e . . . .
5.2 2018 clarifications, Revocation updates, Various clarity |Associate Product
updates Manager
Reformatted CPS, Added new intermediates,
Co'mple.ted SecgreTrust rebranding, Rgplacgd ng Software Architect,
6.0 April 24, 2019 stipulation sections, Added new domain validation Associate Product
' ' methods 3.2.2.4.13-3.2.2.4.16, Removed domain Manager
validation 3.2.2.4.3, Added securetrust.com as a 9
CAA identifier
11 Copyright © 2025 Viking Cloud, Inc. or its affiliates. All rights reserved.
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VERSION

CPB APPROVAL
& PUBLICATION
DATE

CHANGES/COMMENTS

MODIFIED BY

Update section names to match RFC 3647,
Remove revoked CSCA intermediate, Update used

Software Architect,

6.1 March 18, 2020 DV methods (set 3.2.2.4.6 deprecation date, Product Manager
clarify that 3.2.2.4.17 is not used, add 9
3.2.2.4.18-19), Various clarity updates
Clarity updates, Document compliance with Software Architect,

6.2 July 15, 2020 Mozilla Root Policy, Update Policy Authority name, |Lead QA Engineer,
Update EV, OV SSL, and DV certificate lifetimes Product Manager

6.3 September 23, Subscriber Certificate revocation clarification, Eg;t;vgf ?rzcrr:taeecrt'

' 2020 Update PKI hierarchy, Add EV data source 9 ’
Product Manager
6.4 October 21, 2020 | Add certificate problem reporting email address software Engineer,
Product Manager
. . . Software Engineer,
6.5 April 29, 2021 Add requirement for proof of key compromise Product Manager
6.6 May 26, 2021 Update DV methods 18 and 19, for ballot SC44 | >°ftware Engineer,
Product Manager
September 22 Lead Software
6.7 2021 ' Update DV reuse period for SC42v2 Engineer, Product
Manager
6.8 November 20, Update DV methods 6, 18 and 19 for SC45 and llgia(ijnizfrtvﬁcrfjuct
: 2021 added 20 gineer,
Manager
Ownership changes of Trustwave to Sysnet Global |General Counsel,

7.0 March 29, 2022 Solutions Group/Viking Cloud Product Management
New Intermediates, new test certificates domain, Product Management,

7.1 June 15, 2022 . . Lead Software
logging retention update .

Engineer
September 28, Updates on revocation reason codes for Mozilla Product Management,
7.2 . Lead Software
2022 policy v2.8 .
Engineer
February 15, Reference updates, SC 56 updates, VikingCloud Product Management,
7.3 . o Lead Software
2023 Rebranding, Additional updates .
Engineer, Legal
Update Code Signing Private Key protection and Lead Software
4 May 24, 2023 verification, CSCWG -13 and -17 Engineer, Legal
. . o Product Management,
75 August 31, 2023 Added S/MIME BR information and additional Lead Software
updates .
Engineer
November 29,  |Added VikingCloud CAA entry and additional Product Management,
7.6 Lead Software
2023 updates .
Engineer

7.7 August 14, 2024 Add?d. V”fmgOOUd new dedicated roots and Product Management
modifications after Self-assessment

7.8 gggiember 13, Handling of CAA for S/MIME, SMC-05 Product Management

7.9 November 27, Note Iadded for Code Signing Issuance Termination Product Management

2024 and fix typo
12 Copyright © 2025 Viking Cloud, Inc. or its affiliates. All rights reserved.
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CPB APPROVAL
VERSION | & PUBLICATION CHANGES/COMMENTS MODIFIED BY
DATE

Removal of Code Signing and Timestamping

8.0 February 5, 2025
references

Product Management

1.3 PKI PARTICIPANTS
1.3.1 Certification Authorities

All Certification Authorities that are listed in section 1.1 are governed by this document and shall
implement all requirements as listed within this statement.

1.3.2 Registration Authorities

VikingCloud may contract with Delegated Third Parties to service foreign markets by performing various
RA functions under this CP/CPS. A business entity that is located in a foreign market and serves as an RA
for VikingCloud may be able to more easily service the requirements of this CPS and the associated CPs
due to their knowledge of the local laws, business customs, and language. RAs will perform their functions
in accordance with this CP/CPS, the relevant CPs, meet the qualification requirements in section 5.3.1,
retain documentation in accordance with section 5.5.2, abide by the other provisions in the CA/Browser
Forum Baseline Requirements that are applicable to the delegated function and the terms of their
enterprise services agreement with VikingCloud. RAs may, in their discretion, prescribe more restrictive
practices. Furthermore, VikingCloud shall perform a review and/or audit of all third party Registration
Authority activities on a yearly basis.

VikingCloud shall not enter into agreements with a third party to act as a Registration Authority with EV
SSL or to perform Domain Validation functions as described in sections 3.2.2.4 and 3.2.2.5. VikingCloud
shall not delegate the validation of control for email addresses when processing requests for S/MIME
Certificates.

In addition, VikingCloud may contract with Enterprise RAs to verify Certificate requests for the Enterprise
RA’s own organization. VikingCloud will not accept Certificate requests from Enterprise RA’s unless
VikingCloud has confirmed that the requested FQDN is within the Enterprise RA’s verified Domain
Namespace. If the subject name requested is other than an FQDN, the name would be confirmed as that
of the institution, or an Affiliate of the institution, or that the institution is an agent of the named
organization.

1.3.3 Subscribers

VikingCloud issues Certificates to Individual, Private Organization, Government Entity, Business Entity and
Non-Commercial End Entity Applicants that satisfy the requirements contained within this document.

Subscribers are the End Entities that hold Certificates issued by VikingCloud. A Subscriber can be an
Individual, Private Organization, Government Entity, Business Entity, or Non-Commercial Entity, or any
other type of legal entity. A Subscriber may also be VikingCloud or a member of the Sysnet Global
Solutions Group in the form of Certificates issued to subordinate CAs. Certificates issued to VikingCloud
employees, contractors, or devices shall assume the same obligations and requirements as any other End-
Entity. Subscribers are sometimes also referred to as Applicants prior to the issuance of a Certificate. The
context in which either term is used will invoke the correct understanding.

1.3.4 Relying Parties

A Relying Party is any Individual, Private Organization, Government Entity, Business Entity or Non-
Commercial Entity that relies on the information contained within a Certificate issued by VikingCloud to
perform an act. An example of such an act would be an Individual who relies upon the information
contained within a Certificate when making a connection to a secure web site to confirm that the website
owner is, in fact, who he, she, or it claims to be.
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1.3.5 Other Participants

The three main participants in the VikingCloud PKI are VikingCloud, Subscribers, and Relying Parties.
However, a device can also have a Certificate associated with it that is not connected to a specific End
Entity. In cases where a device, such as a firewall, a router, or a server has a Certificate, the Relying Party
should refer to the appropriate Certificate Policy embedded in that specific Certificate to determine the
purpose, usefulness, and policies that apply.

1.4 CERTIFICATE USAGE

All Certificates issued within the VikingCloud Public Key Infrastructure Hierarchy shall have “key usage”
extensions and may have “enhanced key usage” extensions, as defined within IETF RFC 5280, that
defines acceptable usage of, and provide a basis for reliance upon, the Private Key corresponding to the
Public Key that is contained within the Certificate.

Non-repudiation
IETF RFC 5280 defines the nonRepudiation assertion within the keyUsage extension as follows:

The nonRepudiation bit is asserted when the subject public key is used to verify digital signatures, other
than signatures on certificates (bit 5) and CRLs (bit 6), used to provide a non-repudiation service that
protects against the signing entity falsely denying some action. In the case of later conflict, a reliable third
party may determine the authenticity of the signed data. (Note that recent editions of X.509 have
renamed the nonRepudiation bit to contentCommitment.)

VikingCloud does not and shall not assert the non-repudiation bit within any Certificate.

VikingCloud shall not warrant any actions or activities by Subscribers based upon the
Certificate and Private Key usage that has not been specifically indicated within the key usage
and/or enhanced key usage extensions in conjunction with their definition as defined within
this document.

1.4.1 Appropriate Certificate Uses

As stated in Section 1.1, VikingCloud issues many different types of Certificates, which are all intended for
different purposes. The following table lists all certificate types that are issued by VikingCloud. The
general description for each type’s permissible use is given within the following table:
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Friendly
Name

Certificate Policy ID

keyUsages

extendedKeyUsages

Description

1. All
VikingCloud
Subordinate
CAs within the
VPH

All

Digital
Signature,
Certificate
Signing, CRL
Signing

One or more of Client
Authentication,
Server
Authentication,
Code Signing,
Secure Email, Time
Stamping

The Certificate
defining any CA
operated by
VikingCloud,
along with its
associated
Private Key,
shall be used
only to: 1) issue
digital
Certificates to
subscribers and
subordinate
CAs, and 2)
sign Certificate
Revocation
Lists that are
applicable to its
issued
Certificate
population, and
3) sign OCSP
responses that
are applicable
to its issued
Certificate
population.

2. S/MIME
Certificate

2.23.140.1.5.1.3

Digital
Signature,
Key
Encipherment
(optional)

Secure Email
(1.3.6.1.5.5.7.3.4)

The
VikingCloud S/
MIME
Certificate that
is issued to
subscribers,
along with its
associated
Private Key,
shall be used
only to enable
secure email
communication.

3. Client
Authentication
Certificate,
“My Identity”
Certificate,
VPN
Certificate

1.3.6.1.4.1.30360.3.3.3.5.4.6.3

Digital
Signature,
Key
Encipherment

Client
Authentication
(1.3.6.1.5.5.7.3.2)

These
Certificates
shall be used
only to enable
client
authentication
within virtual
private network
construction.
These
certificates are
issued to
individuals for
the purpose of
a VPN
authentication
and tunnel
construction.
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F::':ndely Certificate Policy ID keyUsages |extendedKeyUsages| Description
VikingCloud EV
Siaital Server Cr?r’lcliﬁt')cates ;
igita R shall be use
Signature Authentication only to enable
4. EV 2.16.840.1.114404.1.1.2.4.1 Key ! (1.3.6.1.5.5.7.3.1), TLS (SSL)
Certificate 2.23.140.1.1 . Client .
Encipherment . . communication
(optional) Authentication between server
(1.3.6.1.5.5.7.3.2) .
and client
endpoints.
VikingCloud OV
Siaital Server SELIFk)ertiﬁca;es
igi ..
5 OV SSL Signaature, Alut3h(esn1t|;a5tu7)n3 1 znlay toeeL;SaebIe
L 2.23.140.1.2.22.23.140.1.2.3 |Key ( ST T ) TLS (SSL)
Certificate . Client -
Encipherment R communication
(optional) Authentication between server
(1.3.6.1.5.5.7.3.2) .
and client
endpoints.
VikingCloud DV
Certificates
Digital shall be used
6. DV Signature, EKU: Server only to enable
Certificate 2.23.140.1.2.1 Key Authentication TLS (SSL)
Encipherment|(1.3.6.1.5.5.7.3.1) communication
(optional) between server
and client
endpoints.
Table 3

1.4.2 Prohibited Certificate Uses

As a general rule, no Certificate issued by VikingCloud shall possess or be recognized as
possessing the capability of digitally signing any type of document (contract, legal letter,

etc.).

Certificates issued by VikingCloud shall be used, and relied upon, only to the extent that the use is

consistent with applicable law, including without limitation, applicable export or import laws. Furthermore,
VikingCloud shall not warrant any Relying Party’s use of a VikingCloud-issued Certificate where the use or
intended use by a Relying Party is not defined within this document.

VikingCloud Certificates focus only on the identity of the Subject named in the Certificate, and not on the
behavior of the Subject. As such, a VikingCloud Certificate is not intended to, nor does VikingCloud
provide any assurances, or otherwise represent or warrant:

1. That the Subject named in the Certificate is actively engaged in doing business;

2. That the Subject named in the Certificate complies with applicable laws;

3. That the Subject named in the Certificate is trustworthy, honest, or reputable in its business
dealings; or

4. That it is “safe” to do business with the Subject named in the Certificate.

VikingCloud Certificates are not designed, intended, or authorized for use or resale as control equipment
in hazardous circumstances or for uses requiring fail-safe performance such as the operation of nuclear

facilities, aircraft navigation or communication systems, or weapon control systems, where failure could

lead directly to death, personal injury, or severe environmental damage.

VikingCloud Certificates shall not be used for the interception of encrypted communications (“man-in-the-
middle”).
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VikingCloud issues several different types of Certificates, each of which have varied intended uses and
purposes. Please refer to the CP identified by the CP OID embedded within the Certificate for further
information regarding uses of Certificates prohibited by that particular Certificate type. Certificates may
only be used for the