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Certificate Policy and Certification Practices Statement

This document defines “Certification Practice” and “Certificate Policy” for all publicly-trusted Certificate
Authorities and Digital Certificates issued by the VikingCloud Certification Authority which is owned and
operated by Viking Cloud, Inc. (“VikingCloud”) a subsidiary of the Sysnet Global Solutions Group. All
Digital Certificates being issued by VikingCloud shall contain one of the following identifiers within the
“certificatePolicies extension” field in the Digital Certificate. This document contains all Certificate Policies
and the Certification Practices for the VikingCloud Certification Authority that issued the Digital Certificate
which contains one of the following Certificate Policy identifiers.

Certificate Type Friendly Name Certificate Policy ID

1. Email S/MIME Digital S/MIME Certificate, Secure E-Malil
Certificate Certificate

1.3.6.1.4.1.30360.3.3.3.5.4.3.3

2. Organization Validation

(“OV”) Code Signing Certificate OV Code Signing Certificate 2.23.140.1.4.1

Client Authentication Certificate,
“My ldentity” Certificate, VPN 1.3.6.1.4.1.30360.3.3.3.5.4.6.3
Certificate

3. Client Authentication
Certificate

4., Extended Validation (“EV")
Web Server SSL Digital EV Certificate
Certificate

2.16.840.1.114404.1.1.2.4.1,
2.23.140.1.1

5. Organization Validation
(“OV”) Web Server SSL Digital ][OV SSL Certificate 2.23.140.1.2.2, 2.23.140.1.2.3
Certificate

6. Domain Validation (“DV")
Web Server SSL Digital DV Certificate 2.23.140.1.2.1
Certificate

7. Timestamp Certificate Timestamp Certificate 2.23.140.1.4.2

Table 1
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Viking Cloud, Inc.
CERTIFICATION PRACTICES AND CERTIFICATE POLICY STATEMENT

© 2023 Viking Cloud, Inc. or its affiliates. All rights reserved.
Trademark Notices

The VikingCloud and SecureTrust logo and design, VikingCloud, SecureTrust, and XRamp are trademarks
and/or service marks of Viking Cloud, Inc. or its affiliates. Other trademarks and service marks in this
document are the property of their respective owners.

Without limiting the rights reserved above, and except as licensed below, no part of this publication may
be reproduced, stored in or introduced into a retrieval system, or transmitted, in any form or by any
means (electronic, mechanical, photocopying, recording, or otherwise), without prior written permission
of VikingCloud’s Legal Department.

Notwithstanding the above, permission is granted to reproduce and distribute this Certification Practices
Statement and the associated Certificate Policies on a nonexclusive, royalty-free basis, provided that (i)
the foregoing copyright notice and the beginning paragraphs are prominently displayed at the beginning
of each copy, and (ii) this document is accurately reproduced in full, complete with attribution of the
document to VikingCloud.

Requests for any other permission to reproduce this Certification Practices Statement and the associated
Certificate Policies (as well as requests for copies) shall be addressed to:

Viking Cloud, Inc.

Attn: Legal Department
5775 Glenridge Drive
Building D, Suite #450
Atlanta, Georgia 30328
United States of America

Requests can also be made via email to ca@vikingcloud.com.
VikingCloud CA Corporate History

On June 1, 2007, Trustwave Holdings, Inc. acquired XRamp Security Services, Inc., successor to
SecureTrust Corporation.

On October 17, 2021, the Sysnet Global Solutions Group purchased the SecureTrust business, including
Secure Compliance, Inc. (formerly named SecureTrust, Inc.) from Trustwave Holdings, Inc. The
SecureTrust CA business resides under Viking Cloud, Inc. a Sysnet Global Solutions Group subsidiary.
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1 INTRODUCTION

This document is the VikingCloud Certificate Policy and Certification Practices Statement
(“VikingCloud CP/CPS”) which details the following information:

1. The legal and technical principles and practices that VikingCloud employs in providing certification
services;

2. The governing policies, practices, procedures, and infrastructure employed by the VikingCloud
Certification Authority (“CA") for its operations and business continuity;

3. The governing policies, practices and procedures employed in the creation, management, and
termination of our root CA keys;

4. The governing policies, practices and procedures that apply to all End-Entity Digital Certificates
(“Certificate”) issued by our CA;

5. The physical, environmental, and logical security controls employed by VikingCloud to protect our
root CA certificates and keys; and

6. The legal structure of the relationship between VikingCloud, Subscribers (end-entities), and Relying
Parties.

Previous versions of this document were known as the SecureTrust Certificate Policy and
Certification Practices Statement and Trustwave Certificate Policy and Certification Practices
Statement.

VikingCloud provides certification services for a number of different types of “End-Entity” Certificates,
each of which may have differing uses and purposes which necessitate different processes and
procedures to be employed throughout the lifetime of the Certificate. The Certificate lifecycle includes
public and private key generation, the vetting of the information contained within the Certificate by
VikingCloud, the CA signing of the Certificate, the implementation and use of the Digital Certificate, and
finally, the termination of use of the Certificate. The governing policies, processes, and procedures
associated with the issuance of digital certificates, as well as the interrelationship with the VikingCloud
Information Security Program by these governing policies, processes, and procedures of the different
Certificate types are all detailed within this document.

Information Security services provided by VikingCloud include:

¢ Certificate Generation, Update, Renewal, Re-key, and Distribution

» Certificate Revocation List (“CRL’") Generation and Distribution and Online Certificate Status
Response Services

e Directory Management of Certificate Related Items

¢ Privilege and Authorization Management

e System Management Functions (e.g., security audit, configuration management, archive, etc.)

The security of these services is ensured by defining requirements on VikingCloud activities, including the
following:

e Subscriber identification and authorization verification

e Control of computer and cryptographic systems

e Operation of computer and cryptographic systems

e Usage of keys and certificates by Subscribers and relying parties

¢ Definition of rules to limit liability and to provide a high degree of certainty that the stipulations of
this policy are being met

This CP/CPS focuses on the overall CA operations and the policies and procedures that govern the lifetime
of the VikingCloud Certification Authorities’ “Private Keys” while also focusing on the policies and
procedures encompassing the lifetime of all “End-Entity” Certificates.

This CP/CPS, along with all other documentation located at https://certs.securetrust.com/CA, including
relying party and subscriber agreements as well as the “Terms of Use” constitutes the obligations,
representations, warranties, policies, and procedures that apply to any Digital Certificate issued by
VikingCloud.
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VikingCloud conforms to the current version of the “Baseline Requirements for the Issuance and
Management of Publicly-Trusted Certificates” and “Guidelines For The Issuance And Management Of
Extended Validation Certificates” (henceforth referred to as “EV Guidelines”) published at https://
www.cabforum.org/. In the event of any inconsistency between this document and those Requirements,
those Requirements take precedence over this document.

VikingCloud conforms to the current version of the “Baseline Requirements for the Issuance and
Management of Publicly-Trusted Code Signing Certificates” published at https://aka.ms/csbr. If there is
any inconsistency between this document and those Requirements, those Requirements take precedence
over this document.

1.1 OVERVIEW

VikingCloud operates and maintains six distinct Root Certification Authorities (hereinafter, collectively
known as “Root CA”, or “VikingCloud Root CA”) identified by the following names:

. Secure Global Certification Authority (“SGCA")

. XRamp Global Certification Authority (“XGCA")

. SecureTrust Certification Authority (“STCA”)

. Trustwave Global Certification Authority (“TWGCA")

. Trustwave Global ECC P256 Certification Authority (“TWGP256CA”)
. Trustwave Global ECC P384 Certification Authority (“TWGP384CA")

oOuUlh, WN -

In addition, VikingCloud maintains subordinate CAs (hereinafter known as “VikingCloud Subordinate
CA(s)”) that are subordinate to the Root CA. The entire hierarchy is depicted in the diagram below. This
CP/CPS governs the operation and maintenance of, and is applicable to, the above-listed Root Certification
Authorities as well as each of the subordinate CAs described below.

These certification authorities are collectively known as the “VikingCloud Public Key Infrastructure
Hierarchy” (“VPH").

1. SecureTrust Secure Email CA (“STSMCA”): This CA issues Certificates for S/MIME (secure email)
use.
2. Trustwave S/MIME Certification Authority SHA256 (“SMCA2”): This CA issues Certificates for
S/MIME (secure email) use.
3. SecureTrust TWG Secure Email CA (“TWGSMCA”): This CA issues Certificates for S/MIME
(secure email) use.
4. SecureTrust TWG ECDSA P-256 Secure Email CA (“TWGP2SMCA”): This CA issues Certificates
for S/IMIME (secure email) use.
5. SecureTrust TWG ECDSA P-384 Secure Email CA (“TWGP3SMCA”): This CA issues Certificates
for S/IMIME (secure email) use.
6. Viking Cloud Secure Email CA (“VCSMCA”): This CA issues Certificates for S/MIME (secure
email) use.
7. SecureTrust TWG Client CA (“TWGCLCA”): This CA issues “My Identity” client Certificates to be
used for authentication purposes within a Virtual Private Network (“VPN").
8. SecureTrust TWG ECDSA P-256 Client CA (“TWGP2CLCA”): This CA issues “My Identity” client
Certificates to be used for authentication purposes within a Virtual Private Network (“VPN").
9. SecureTrust TWG ECDSA P-384 Client CA (“TWGP3CLCA”): This CA issues “My ldentity” client
Certificates to be used for authentication purposes within a Virtual Private Network (“VPN”).
10. SecureTrust Client Authentication CA (“STCLCA”): This CA issues “My Identity” client
Certificates to be used for authentication purposes within a Virtual Private Network (“VPN").
11. Trustwave Client Authentication SHA256 CA (“CLACA2"”): This CA issues “My ldentity” client
Certificates to be used for authentication purposes within a Virtual Private Network (“VPN”).
12. Viking Cloud Client Authentication CA (“VCCLCA”): This CA issues “My ldentity” client
Certificates to be used for authentication purposes within a Virtual Private Network (“VPN").
13. SecureTrust Code Signing CA (“STCSCA”): This CA issues Certificates for code signing use.
14. Trustwave Code Signing Certification Authority SHA256 (“CSCA2”): This CA issues
Certificates for code signing use.
15. Trustwave Global Code Signing CA (“TWGCSCA”): This CA issues Certificates for code signing
use.
16. Trustwave Global ECDSA P-256 Code Signing CA (“TWGP2CSCA”): This CA issues Certificates
for code signing use.
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Trustwave Global ECDSA P-384 Code Signing CA (“TWGP3CSCA”): This CA issues Certificates
for code signing use.

SecureTrust Extended Validation CA (“STEVCA”): This CA issues EV Certificates for server
(e.g. WWW server) implementations.

Trustwave Extended Validation Certification Authority SHA256 (“EVCA2"”): This CA issues
EV Certificates for server (e.g. WWW server) implementations.

Trustwave Secure Global Extended Validation CA (“SGEVCA”): This CA issues EV Certificates
for server (e.g. WWW server) implementations.

Trustwave XRamp Global Extended Validation CA (“XGEVCA”): This CA issues EV Certificates
for server (e.g. WWW server) implementations.

Trustwave Global Extended Validation CA (“TWGEVCA”): This CA issues EV Certificates for
server (e.g. WWW server) implementations.

Trustwave Global ECDSA P-256 Extended Validation CA (“TWGP2EVCA”): This CA issues EV
Certificates for server (e.g. WWW server) implementations.

Trustwave Global ECDSA P-384 Extended Validation CA (“TWGP3EVCA”): This CA issues EV
Certificates for server (e.g. WWW server) implementations.

Viking Cloud Extended Validation CA (“VCEVCA”): This CA issues EV Certificates for server
(e.g. WWW server) implementations.

SecureTrust Organization Validation CA (“STOVCA”): This CA issues OV SSL Certificates for
server (e.g. WWW server) implementations.

Trustwave Organization Validation Certification Authority SHA256 (“OVCA2”): This CA
issues OV SSL Certificates for server (e.g. WWW server) implementations.

Trustwave Global Organization Validation CA (“TWGOVCA”): This CA issues OV Certificates
for server (e.g. WWW server) implementations.

Trustwave Global ECDSA P-256 Organization Validation CA (“TWGP20VCA”): This CA issues
QV Certificates for server (e.g. WWW server) implementations.

Trustwave Global ECDSA P-384 Organization Validation CA (“TWGP30OVCA”): This CA issues
OV Certificates for server (e.g. WWW server) implementations.

Viking Cloud Organization Validation CA (“VCOVCA”): This CA issues OV SSL Certificates for
server (e.g. WWW server) implementations.

SecureTrust Domain Validation CA (“STDVCA”): This CA issues DV Certificates for server (e.g
WWW server) implementations.

Trustwave Domain Validation Certification Authority SHA256 (“DVCA2”): This CA issues DV
Certificates for server (e.g. WWW server) implementations.

Trustwave Global Domain Validation CA (“TWGDVCA”): This CA issues DV Certificates for
server (e.g. WWW server) implementations.

Trustwave Global ECDSA P-256 Domain Validation CA (“TWGP2DVCA”): This CA issues DV
Certificates for server (e.g. WWW server) implementations.

Trustwave Global ECDSA P-384 Domain Validation CA (“TWGP3DVCA”): This CA issues DV
Certificates for server (e.g. WWW server) implementations.

Viking Cloud Domain Validation CA (“VCDVCA”): This CA issues DV Certificates for server (e.g
WWW server) implementations.

SecureTrust Timestamping CA (“STTSCA”): This CA issues Timestamp Certificates for providing
proof that code or other data existed at a given point in time. These Timestamp Certificates are
controlled by VikingCloud and used to provide Trusted Timestamping services.

Trustwave Timestamping CA (“TSCA”): This CA issues Timestamp Certificates for providing
proof that code or other data existed at a given point in time. These Timestamp Certificates are
controlled by VikingCloud and used to provide Trusted Timestamping services.

Trustwave Global Timestamping CA (“TWGTSCA”): This CA issues Timestamp Certificates for
providing proof that code or other data existed at a given point in time. These Timestamp
Certificates are controlled by VikingCloud and used to provide Trusted Timestamping services.
Trustwave Global ECDSA P-256 Timestamping CA (“TWGP2TSCA”): This CA issues
Timestamp Certificates for providing proof that code or other data existed at a given point in time.
These Timestamp Certificates are controlled by VikingCloud and used to provide Trusted
Timestamping services.

Trustwave Global ECDSA P-384 Timestamping CA (“TWGP3TSCA”): This CA issues
Timestamp Certificates for providing proof that code or other data existed at a given point in time.
These Timestamp Certificates are controlled by VikingCloud and used to provide Trusted
Timestamping services.
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LEGACY CERTIFICATION AUTHORITY HIERARCHY

Intermediate
CAs

0IDs below the CA name denote the applicable certificate
policies for certificates that individual CA directly issues as
of the date of this CPS.

STEVCA = Extended Validation SSL CA (SHA-256)
EVCA2 = Extended Validation SSL CA (SHA-256)
SGEVCA = Extended Validation SSL CA (SHA-256)
XGEV(CA = Extended Validation SSL CA (SHA-256)
VCEVCA = Extended Validation SSL CA (SHA-256)
STOVCA = Organization Validation SSL CA {SHA-256)
OVICA2 = Organization Validation SSL CA (SHA-256)
VCOVCA = Organization Validation SSL CA (SHA-256)
STDVCA = Domain Validation SSL CA (SHA-256)

10. DVCA2 = Domain Validation SSL CA (SHA-256)

11. VCDVCA = Domain Validation SSL CA (SHA-256)

12. STCSCA = Code Signing CA (SHA-256)

13. (CSCA2 = Code Signing CA (SHA-256)

14, STSMCA = S/MIME CA (SHA-256)

15. SMCA2 = S/MIME CA (SHA-256)

16. VCSMCA = S/MIME CA (SHA-256)

17. STCLCA = Client Authentication CA (SHA-256)

18. CLACA2 = Client Authentication CA (SHA-256)

19. VCCLCA = Client Authentication CA (SHA-256)

20. TSCA = Time Stamping CA (SHA-256)

21, STTSCA = Time Stamping CA (SHA-256)

PRNONLWNM

GLOBAL CERTIFICATION AUTHORITY HIERARCHY

Intermediate
CAs

0IDs below the CA name denote the applicable certificate
policies for certificates that individual CA directly issues as of
the date of this CPS.

TWGEVCA = Extended Validation SSL CA (SHA-256)
TWGOVCA = Organization Validation SSL CA (SHA-256)
TWGDVCA = Domain Validation SSL CA (SHA-256)
TWGCLCA = Client Authentication CA (SHA-256)
TWGSMCA = S/MIME CA (SHA-256)

TWGCSCA = Code Signing CA (SHA-256)

TWGTSCA = Time Stamping CA (SHA-256)
TWGP2EVCA = Extended Validation SSL CA (SHA-256)
9. TWGP20VCA = Organization Validation SSL CA (SHA-256)
10. TWGP2DVCA = Domain Validation SSL CA (SHA-256)
11. TWGP2CLCA = Client Authentication CA (SHA-256)

12. TWGP2SMCA = S/MIME CA (SHA-256)

13. TWGP2CSCA = Code Signing CA (SHA-256)

14. TWGP2TSCA = Time Stamping CA (SHA-256)

15. T CA= ded SSL CA (SHA-384)
16. TWGP3OVCA = Organization Validation SSL CA (SHA-384)
17. TWGP3DVCA = Domain Validation SSL CA (SHA-384)
18. TWGP3CLCA = Client Authentication CA (SHA-384)

19. TWGP3SMCA = S/MIME CA (SHA-384)

20. TWGP3CSCA = Code Signing CA (SHA-384)

21, TWGP3TSCA = Time Stamping CA (SHA-384)

PN EBNRE

Figure 1 - The VikingCloud Public Key Infrastructure
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Activities and governing policies of the VPH listed above and the Certificate Policies associated with the
Certificates that each of these CAs issue are defined by this document. Certificate policies associated with
certificate types that that have not been, or are not currently being, issued by VikingCloud are not
defined within this document.

All End-Entity Certificates issued by VikingCloud shall contain a CP OID so that End-Entities and Relying
Parties can identify the (i) type of Certificate, (ii) corresponding policies and procedures performed during
the Certificate lifecycle including the vetting processes used prior to the issuance, (iii) intended purposes
of the Certificate, and (iv) rights, responsibilities, and warranties for each party.

Applicants and Subscribers shall be responsible for:

1.

Reviewing their Certificate as issued by VikingCloud to confirm the accuracy of the Subscriber
information contained therein before first use,

. Using a trusted system for generating their Key Pair and to prevent any loss, disclosure, or

unauthorized use of the Private Key,

. Keeping Private Keys confidential at all times,
. Keeping confidential any passwords, pass-phrases, PINs or other personal secrets used in obtaining

authenticated access to their Private Key and VikingCloud PKI facilities,

. Making only true and accurate representations to the Registration Authority and/or Issuing

Authority as to the information required to determine eligibility for a Certificate and for information
contained within the Certificate,

. In accordance with the VikingCloud CP/CPS, exclusively using their Certificate for legal purposes

and restricting its use to authorized purposes detailed by this document, and

. Immediately notifying VikingCloud of a suspected or known Key Compromise in accordance with

the procedures laid down in this VikingCloud CP/CPS.

Relying parties shall be responsible for, and may justifiably rely upon a certificate only after:

1.

2.

3.

Ensuring that reliance on Certificates issued under this policy is restricted to appropriate uses as
defined within this VikingCloud CP/CPS,

Ensuring that the Certificate remains valid and has not been revoked by accessing any and all
relevant certificate status information, and

Determining that such certificate provides adequate assurances for its intended use.

All of these Certificate Policies that further define these conditions are contained within this CP/CPS, the
associated Relying Party Agreements, and Subscriber Agreements which can be found at https://
certs.securetrust.com/CA.

1.2 DOCUMENT NAME AND IDENTIFICATION

This document is the VikingCloud Certificate Policy and Certification Practices Statement
(“VikingCloud CP/CPS").

All Certificates that VikingCloud issues shall contain a CP OID corresponding to the applicable Certificate
type. Because this CP/CPS is incorporated within all CPs, this CPS does not have a unigue OID associated
with it. This CP/CPS contains all relevant and current CPs.

VikingCloud issues the following Certificate types which can be identified by the Certificate Policy Object
Identifier (“OID” or “CP OID”) contained in the certificatePolicy extension within the End-Entity Certificate.
Table 2 below identifies any valid certificate type.

Copyright © 2023 Viking Cloud, Inc. or its affiliates. All rights reserved.
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oo . Issuing Certification oo .
Certificate Type Friendly Name Authority Certificate Policy OID
o STSMCA, SMCA2
. . S/MIME Certificate ! '
Email S/MIME Digital . ' TWGSMCA,
Certificate (S:ggttijﬁr.iaEt;eMan TWGP2SMCA, 1.3.6.1.4.1.30360.3.3.3.5.4.3.3
TWGP3SMCA, VCSMCA
Organization STCSCA, CSCA2,
Validation (“OV") OV Code Signing TWGCSCA,
Code Signing Certificate TWGP2CSCA, 2:23.140.1.4.1
Certificate TWGP3CSCA
Client Authentication |STCLCA, CLACA?2,
Client Authentication | Certificate, “My TWGCLCA,
Certificate Identity” Certificate, TWGP2CLCA, 1.3.6.1.4.1.30360.3.3.3.5.4.6.3
VPN Certificate TWGP3CLCA, VCCLCA
Extended Validation ggi\\//%i E(\(IBCEQ/ZCA
(“EV") Web Server o ! ! 2.16.840.1.114404.1.1.2.4.1,
SSL Diaital EV Certificate TWGEVCA, 223.140.1.1
Certiﬁcgate TWGP2EVCA, o .
TWGP3EVCA, VCEVCA
Organization STOVCA, OVCA2,
Validation (“OV”) . TWGOVCA,
Web Server SSL OV SSL Certificate TWGP20VCA. 2.23.140.1.2.2, 2.23.140.1.2.3
Digital Certificate TWGP30OVCA, VCOVCA
Domain Validation STDVCA, DVCA2,
(“DV") Web Server . TWGDVCA,
SSL Digital DV Certificate TWGP2DVCA. 2.23.140.1.2.1
Certificate TWGP3DVCA, VCDVCA
STTSCA, TSCA,
Timestamp . . TWGTSCA,
Certificate Timestamp Certificate TWGP2TSCA, 2.23.140.1.4.2
TWGP3TSCA
Table 2
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1.2.1 Revisions
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CPB APPROVAL

VERSION | & PUBLICATION CHANGES/COMMENTS MODIFIED BY
DATE
Sr. Product Manager,
3.0 July 11, 2014 General Review & Annual Update Software Architect,
Director of Operations
3.1 August 20, 2014 |Organization Updates Director of Operations
4.0 October 1, 2014 |Intermediate Roots Director of Operations
December 15, Sr. Product Manager,
4.1 2014 Quarterly Update Director of Operations
4.2 April 15, 2015 Quarterly Update Director of Operations
43 August 12, 2015 Quarterly Update, Created 2 EV CAs, Revoked 2 Sr. Product Manager
unused CAs
Sr. Product Manager,
4.4 January 14, 2016 |CRL updates, Quarterly CPS update Sr Software Architect
Director Product
45 June 22, 2016 Quarterly C.PS deates, Revoked and removed Management, Sr.
ORGCA, Validation Updates .
Software Architect
Director, Product
Management, Sr.
4.6 January 25, 2017 | CPS Updates, Added TSCA Software Architect,
Associate Product
Manager
Sr. Software
4.7 April 19, 2017 CPS Updates, Validation Updates Architect, Associate
Product Manager
CAA Policy Update, Instances of “OV Certificate”
changed to “OV SSL Certificate”, Revocation .
L . . Software Architect,
request clarification, Non-Latin Organization name .
4.8 August 23, 2017 . Associate Product
coding no longer EV only and change to RFC Manager
references, Organization Updates, Added ECDSA 9
key requirements
New roots added, ;grtlﬁcate Trgnsparepcy Software Architect,
updates, New Certificate duration requirements, .
5.0 January 31, 2018 . . . . Associate Product
Various clarity updates as identified by the annual
. Manager
review
Removed unused definitions and acronyms, .
- October 1. 201g | Peprecation of method 3.2.2.4.1, Clarified 3.2.2.5, i?ﬁlﬁi?ﬁ?ﬁiﬁt
' ' Removal of outdated ETSI versions, Clarified
. Manager
insurance coverage 9.2.1
Removed unused definitions and acronyms, OCSP | Software Architect,
November 14, L . . ) .
5.2 2018 clarifications, Revocation updates, Various clarity | Associate Product
updates Manager
Reformatted CPS, Added new intermediates,
CgmpIeFed SecyreTrust rebranding, Rgplacgd n'o Software Architect,
6.0 April 24, 2019 stipulation sections, Added new domain validation Associate Product
' ' methods 3.2.2.4.13-3.2.2.4.16, Removed domain Manager
validation 3.2.2.4.3, Added securetrust.com as a 9
CAA identifier
11 Copyright © 2023 Viking Cloud, Inc. or its affiliates. All rights reserved.
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CPB APPROVAL
VERSION| & PUBLICATION CHANGES/COMMENTS MODIFIED BY
DATE
Update section names to match RFC 3647,
Remove revoked CSCA intermediate, Update used Software Architect
6.1 March 18, 2020 |DV methods (set 3.2.2.4.6 deprecation date, Product Manager '
clarify that 3.2.2.4.17 is not used, add 9
3.2.2.4.18-19), Various clarity updates
Clarity updates, Document compliance with Mozilla | Software Architect,
6.2 July 15, 2020 Root Policy, Update Policy Authority name, Update |Lead QA Engineer,
EV, OV SSL, and DV certificate lifetimes Product Manager
6.3 September 23, Subscriber Certificate revocation clarification, E:;ZWSLGEA:CEEZC:'
' 2020 Update PKI hierarchy, Add EV data source 9 !
Product Manager
6.4 October 21, 2020 |Add certificate problem reporting email address Software Engineer,
Product Manager
. . . Software Engineer,
6.5 April 29, 2021 Add requirement for proof of key compromise Product Manager
6.6 May 26, 2021 Update DV methods 18 and 19, for ballot Sc44 | 20ftware Engineer,
Product Manager
September 22 Lead Software
6.7 2021 ' Update DV reuse period for SC42v2 Engineer, Product
Manager
6.8 November 20, Update DV methods 6, 18 and 19 for SC45 and EiaoilnsezfrtWParEjuct
: 2021 added 20 gineer,
Manager
Ownership changes of Trustwave to Sysnet Global |General Counsel,
7.0 March 29, 2022 Solutions Group/Viking Cloud Product Management
. o . Product
71 June 15, 2022 :\(l)ewi:]nt?;rtnefi:z’;ez, r(\ji\’lcvetest certificates domain, Management, Lead
991ng P Software Engineer
September 28, Updates on revocation reason codes for Mozilla Product
7.2 . Management, Lead
2022 policy v2.8 .
Software Engineer
Product
73 February 15, Reference updates, SC 56 updates, VikingCloud Management, Lead
' 2023 Rebranding, Additional updates Software Engineer,
Legal
Update Code Signing Private Key protection and Lead Software
74 May 24, 2023 verification, CSCWG -13 and -17 Engineer, Legal

1.3 PKI PARTICIPANTS

1.3.1 Certification Authorities

All Certification Authorities that are listed in section 1.1 are governed by this document and shall
implement all requirements as listed within this statement.

1.3.2 Registration Authorities

VikingCloud may contract with Delegated Third Parties to service foreign markets by performing various
RA functions under this CP/CPS. A business entity that is located in a foreign market and serves as an RA
for VikingCloud may be able to more easily service the requirements of this CPS and the associated CPs
due to their knowledge of the local laws, business customs, and language. RAs will perform their functions
in accordance with this CP/CPS, the relevant CPs, meet the qualification requirements in section 5.3.1,
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retain documentation in accordance with section 5.5.2, abide by the other provisions in the CA/Browser
Forum Baseline Requirements that are applicable to the delegated function and the terms of their
enterprise services agreement with VikingCloud. RAs may, in their discretion, prescribe more restrictive
practices. Furthermore, VikingCloud shall perform a review and/or audit of all third party Registration
Authority activities on a yearly basis.

VikingCloud shall not enter into agreements with a third party to act as a Registration Authority with EV
SSL or OV code signing Certificate issuance or to perform Domain Validation functions as described in
sections 3.2.2.4 and 3.2.2.5. VikingCloud shall not delegate the validation of control for email addresses
when processing requests for S/MIME Certificates.

In addition, VikingCloud may contract with Enterprise RAs to verify Certificate requests for the Enterprise
RA’s own organization. VikingCloud will not accept Certificate requests from Enterprise RA’s unless
VikingCloud has confirmed that the requested FQDN is within the Enterprise RA’s verified Domain
Namespace. If the subject name requested is other than an FQDN, the name would be confirmed as that
of the institution, or an Affiliate of the institution, or that the institution is an agent of the named
organization.

1.3.3 Subscribers

VikingCloud issues Certificates to Individual, Private Organization, Government Entity, Business Entity and
Non-Commercial End Entity Applicants that satisfy the requirements contained within this document.

Subscribers are the End Entities that hold Certificates issued by VikingCloud. A Subscriber can be an
Individual, Private Organization, Government Entity, Business Entity, or Non-Commercial Entity, or any
other type of legal entity. A Subscriber may also be VikingCloud or a member of the Sysnet Global
Solutions Group in the form of Certificates issued to subordinate CAs. Certificates issued to VikingCloud
employees, contractors, or devices shall assume the same obligations and requirements as any other End-
Entity. Subscribers are sometimes also referred to as Applicants prior to the issuance of a Certificate. The
context in which either term is used will invoke the correct understanding.

1.3.4 Relying Parties

A Relying Party is any Individual, Private Organization, Government Entity, Business Entity or Non-
Commercial Entity that relies on the information contained within a Certificate issued by VikingCloud to
perform an act. An example of such an act would be an Individual who relies upon the information
contained within a Certificate when making a connection to a secure web site to confirm that the website
owner is, in fact, who he, she, or it claims to be.

1.3.5 Other Participants

The three main participants in the VikingCloud PKI are VikingCloud, Subscribers, and Relying Parties.
However, a device can also have a Certificate associated with it that is not connected to a specific End
Entity. In cases where a device, such as a firewall, a router, or a server has a Certificate, the Relying Party
should refer to the appropriate Certificate Policy embedded in that specific Certificate to determine the
purpose, usefulness, and policies that apply.

1.4 CERTIFICATE USAGE

All Certificates issued within the VikingCloud Public Key Infrastructure Hierarchy shall have “key usage”
extensions and may have “enhanced key usage” extensions, as defined within IETF RFC 5280, that
defines acceptable usage of, and provide a basis for reliance upon, the Private Key corresponding to the
Public Key that is contained within the Certificate.

Non-repudiation
IETF RFC 5280 defines the nonRepudiation assertion within the keyUsage extension as follows:

The nonRepudiation bit is asserted when the subject public key is used to verify digital signatures, other
than signatures on certificates (bit 5) and CRLs (bit 6), used to provide a non-repudiation service that
protects against the signing entity falsely denying some action. In the case of later conflict, a reliable
third party may determine the authenticity of the signed data. (Note that recent editions of X.509 have
renamed the nonRepudiation bit to contentCommitment.)

VikingCloud does not and shall not assert the non-repudiation bit within any Certificate.
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VikingCloud shall not warrant any actions or activities by Subscribers based upon the
Certificate and Private Key usage that has not been specifically indicated within the key
usage and/or enhanced key usage extensions in conjunction with their definition as defined
within this document.

1.4.1 Appropriate Certificate Uses

As stated in Section 1.1, VikingCloud issues many different types of Certificates, which are all intended for
different purposes. The following table lists all certificate types that are issued by VikingCloud. The
general description for each type’s permissible use is given within the following table:
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Friendly
Name

Certificate Policy ID

keyUsages

extendedKeyUsages

Description

1. All
VikingCloud
Subordinate
CAs within the
VPH

All

Digital
Signature,
Certificate
Signing, CRL
Signing

One or more of Client
Authentication,
Server
Authentication,
Code Signing,
Secure Email, Time
Stamping

The Certificate
defining any CA
operated by
VikingCloud,
along with its
associated
Private Key, shall
be used only to:
1) issue digital
Certificates to
subscribers and
subordinate CAs,
and 2) sign
Certificate
Revocation Lists
that are
applicable to its
issued
Certificate
population, and
3) sign OCSP
responses that
are applicable to
its issued
Certificate
population.

2. S/MIME
Certificate

1.3.6.1.4.1.30360.3.3.3.5.4.3.3

Digital
Signature,
Key
Encipherment
(optional)

Secure Email
(1.3.6.1.5.5.7.3.4)

The VikingCloud
S/MIME
Certificate that
is issued to
subscribers,
along with its
associated
Private Key, shall
be used only to
enable secure
email
communication.

3. OV Code
Signing
Certificate

2.23.140.1.4.1

Digital
Signature

Code Signing
(1.3.6.1.5.5.7.3.3)

The VikingCloud
OV code signing
Certificate as
issued to
Subscribers,
along with its
associated
Private Key, shall
be used only to
digitally sign
application
code.
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Friendly
Name

Certificate Policy ID

keyUsages

extendedKeyUsages

Description

4. Client
Authentication
Certificate,
“My Identity”
Certificate,
VPN
Certificate

1.3.6.1.4.1.30360.3.3.3.5.4.6.3

Digital
Signature,
Key
Encipherment

Client
Authentication
(1.3.6.1.5.5.7.3.2)

These
Certificates shall
be used only to
enable client
authentication
within virtual
private network
construction.
These
certificates are
issued to
individuals for
the purpose of a
VPN
authentication
and tunnel
construction.

5. EV
Certificate

2.16.840.1.114404.1.1.2.4.1
2.23.140.1.1

Digital
Signature,
Key
Encipherment
(optional)

Server
Authentication
(1.3.6.1.5.5.7.3.1),
Client
Authentication
(1.3.6.1.5.5.7.3.2)

VikingCloud EV
Certificates shall
be used only to
enable TLS
(SSL)
communication
between server
and client
endpoints.

6. OV SSL
Certificate

2.23.140.1.2.22.23.140.1.2.3

Digital
Signature,
Key
Encipherment
(optional)

Server
Authentication
(1.3.6.1.5.5.7.3.1),
Client
Authentication
(1.3.6.1.5.5.7.3.2)

VikingCloud OV
SSL Certificates
shall be used
only to enable
TLS (SSL)
communication
between server
and client
endpoints.

7. DV
Certificate

2.23.140.1.2.1

Digital
Signature,
Key
Encipherment
(optional)

EKU: Server
Authentication
(1.3.6.1.5.5.7.3.1)

VikingCloud DV
Certificates shall
be used only to
enable TLS
(SSL)
communication
between server
and client
endpoints.

8. Timestamp
Certificate

2.23.140.1.4.2

Digital
Signature

Time Stamping
(1.3.6.1.5.5.7.3.8)

VikingCloud
Timestamp
Certificates shall
be issued only to
VikingCloud, and
used only to
provide Trusted
Timestamps for
code and data.

Table 3
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1.4.2 Prohibited Certificate Uses

As a general rule, no Certificate issued by VikingCloud shall possess or be recognized as
possessing the capability of digitally signing any type of document (contract, legal letter,
etc.).

Certificates issued by VikingCloud shall be used, and relied upon, only to the extent that the use is
consistent with applicable law, including without limitation, applicable export or import laws.
Furthermore, VikingCloud shall not warrant any Relying Party’s use of a VikingCloud-issued Certificate
where the use or intended use by a Relying Party is not defined within this document.

VikingCloud Certificates focus only on the identity of the Subject named in the Certificate, and not on the
behavior of the Subject. As such, a VikingCloud Certificate is not intended to, nor does VikingCloud
provide any assurances, or otherwise represent or warrant:

1. That the Subject named in the Certificate is actively engaged in doing business;

2. That the Subject named in the Certificate complies with applicable laws;

3. That the Subject named in the Certificate is trustworthy, honest, or reputable in its business
dealings; or

4. That it is “safe” to do business with the Subject named in the Certificate.

VikingCloud Certificates are not designed, intended, or authorized for use or resale as control equipment
in hazardous circumstances or for uses requiring fail-safe performance such as the operation of nuclear
facilities, aircraft navigation or communication systems, or weapon control systems, where failure could
lead directly to death, personal injury, or severe environmental damage.

VikingCloud Certificates shall not be used for the interception of encrypted communications (“man-in-the-
middle”).

VikingCloud issues several different types of Certificates, each of which have varied intended uses and
purposes. Please refer to the CP identified by the CP OID embedded within the Certificate for further
information regarding uses of Certificates prohibited by that particular Certificate type. Certificates may
only be used for the purpose specifically stated in Section 4.5.1. VikingCloud occasionally re-keys
Intermediate CAs, and Subscribers may re-key their Certificates upon their request. Third party
applications or platforms may not operate as designed or intended after a re-key. It is the sole obligation
of the Subscriber to make any modifications necessary and/or perform any required testing to assure a
Certificate will continue to work as intended upon a re-key. VikingCloud does not warrant any use of
Intermediate CAs as root Certificates. Upon a re-key event, Subscribers must cease reliance upon the old
keys. VikingCloud shall not warrant any actions or activities by Subscribers based upon the previous keys
following a re-key event of a CA.

1.5 POLICY ADMINISTRATION
1.5.1 Organization Administering the Document

Viking Cloud, Inc.

5775 Glenridge Drive
Building D, Suite #450
Atlanta, Georgia 30328
United States of America

1.5.2 Contact Persons

VikingCloud CA Operational Committee
5775 Glenridge Drive

Building D, Suite #450

Atlanta, Georgia 30328

United States of America

Email: sslsupport@securetrust.com
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Subscribers, Relying Parties, Application Software Suppliers, and other third parties shall contact
VikingCloud at cert-problem-report retrust.com to report suspected Private Key Compromise,
Certificate misuse, or other types of fraud, compromise, misuse, inappropriate conduct, or any other
matter related to Certificates.

1.5.3 Person Determining CPS Suitability for the Policy

VikingCloud'’s Certification Practice Board (“CPB”) determines the suitability and applicability of this CPS
and all related CPs. The members of the CPB, as well as their tenure, are determined by senior leadership
of VikingCloud.

1.5.4 CPS Approval Procedures

All changes and revisions to this CPS and the related CPs shall be approved by the CPB. The CPB meets
periodically but also has the ability for emergency meetings when necessary. Changes to this CPS can be
based on, but not limited to, any of the following:

e Industry regulation changes
¢ Technical changes to the CA infrastructure
e Business changes

Potential CPS changes are identified by the CA Operational Committee and presented to the CPB for
review. The CA Operational Committee performs a complete CP/CPS review at least on an annual basis.

VikingCloud reserves the right to amend this document in its discretion from time to time. Additionally,
VikingCloud will update this document at least annually, even if there are no substantive changes.

All amendments and updates shall be posted in VikingCloud’s repository located at https://
certs.securetrust.com/CA.

1.6 DEFINITIONS AND ACRONYMS
1.6.1 Definitions

Activation Data: Data (other than keys) required for operating hardware or software cryptographic
modules. Examples include personal identification numbers (PINs), passwords, and pass phrases.

Affiliate: A corporation, partnership, joint venture or other entity controlling, controlled by or under
common control with another entity as determined by reference to a QlIS, QGIS, QTIS, Verified Legal
Opinion, or Verified Accountant Letter.

Applicant: The natural person or Legal Entity that applies for (or seeks renewal of) a Certificate. Once the
Certificate issues, the Applicant is referred to as the Subscriber. For Certificates issued to devices, the
Applicant is the entity that controls or operates the device named in the Certificate, even if the device is
sending the actual certificate request.

Applicant Representative: A natural person who is either the Applicant, employed by the Applicant, or
an authorized agent who has express authority to represent the Applicant: (i) who signs and submits, or
approves a Certificate Request on behalf of the Applicant, and/or (ii) who signs and submits a Subscriber
Agreement on behalf of the Applicant, and/or (iii) who acknowledges and agrees to the Certificate Terms
of Use on behalf of the Applicant when the Applicant is an Affiliate of SecureTrust.

Application Software Supplier: A developer of Internet browser software or other relying-party
application software that displays or uses certificates and distributes Root CA certificates.

Attestation Letter: A letter attesting that subject information is correct written by an accountant,
lawyer, government official, or other reliable third party customarily relied upon for such information.

Authentication: The process of establishing identity based on the possession of a trusted credential.

Authorization Domain Name: The Domain Name used to obtain authorization for certificate issuance
for a given FQDN. The CA may use the FQDN returned from a DNS CNAME lookup as the FQDN for the
purposes of domain validation. If the FQDN starts with a wildcard character, then the CA MUST remove all
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wildcard labels from the left most portion of requested FQDN. The CA may prune zero or more labels from
left to right until encountering a Base Domain Name and may use any one of the intermediate values for
the purpose of domain validation.

Authorized Port: One of the following ports: 80 (http), 443 (https).

Base Domain Name: The portion of an applied-for FQDN that is the first domain name node left of a
registry- controlled or public suffix plus the registry-controlled or public suffix (e.g. “example.co.uk” or
“example.com”). For FQDNs where the right-most domain name node is a gTLD having ICANN
Specification 13 in its registry agreement, the gTLD itself may be used as the Base Domain Name.

Business Entity: Any entity that is neither a Private Organization nor a Government Entity as defined
herein. Examples include general partnerships, unincorporated associations, and sole proprietorships.

Certificate: A public key certificate.

Certificate Approver: A natural person who is either the Applicant, employed by the Applicant, or an
authorized agent who has express authority to represent the Applicant to (i) act as a Certificate
Requester and to authorize other employees or third parties to act as a Certificate Requester, and (ii) to
approve EV Certificate Requests submitted by other Certificate Requesters.

Certification Authority: An organization that is responsible for the creation, issuance, revocation, and
management of Certificates. Where the CA is also the Root CA, references to the CA will be synonymous
with Root CA.

Certificate Policy (CP): A named set of rules that indicates the applicability of a certificate to a
particular community and/or class of application with common security requirements.

Certification Practice Statement (CPS): One of several documents providing the framework under
which certificates are created, issued, managed and used.

Certificate Problem Report: Complaint of suspected Key Compromise, Certificate misuse, or other
types of fraud, compromise, misuse, or inappropriate conduct related to Certificates.

Certificate Requester: A natural person who is either the Applicant, employed by the Applicant, an
authorized agent who has express authority to represent the Applicant, or a third party (such as an ISP or
hosting company) that completes and submits a Certificate Request on behalf of the Applicant.

Certificate Revocation List (CRL): A regularly updated time-stamped list of revoked or invalid
Certificates that is created and digitally signed by the CA operated by SecureTrust that issued the
Certificates.

Compromise: Suspected or actual unauthorized disclosure, loss, loss of control or use of a Private Key
associated with Certificate.

Contract Signer: A natural person who is either the Applicant, employed by the Applicant, or an
authorized agent who has express authority to represent the Applicant, and who has authority on behalf
of the Applicant to sign Subscriber Agreements.

Control: “Control” (and its correlative meanings, “controlled by” and “under common control with"”)
means possession, directly or indirectly, of the power to: (1) direct the management, personnel, finances,
or plans of such entity; (2) control the election of a majority of the directors; or (3) vote that portion of
voting shares required for “control” under the law of the entity’s Jurisdiction of Incorporation or
Registration but in no case less than 10%.

Cross Certificate: A certificate that is used to establish a trust relationship between two Root CAs.

Distinguished Name: A distinguished name is the concatenation of selected attributes from each entry,
called the relative distinguished name (RDN), in the X.500 directory tree along a path leading from the
root of the X.500 namespace down to the named entry.

DNS CAA Email Contact: The email address defined in section B.1.1 of the CA/Browser Forum Baseline
Requirements.

DNS TXT Record Email Contact: The email address defined in section B.2.1 of the CA/Browser Forum
Baseline Requirements.
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DNS TXT Record Phone Contact: The email address defined in section B.2.2 of the CA/Browser Forum
Baseline Requirements.

Domain (of a CA): The scope of authority of a CA, generally limited to RA’s and End-Entities registered
with or certified by the CA.

Domain Contact: The Domain Name Registrant, technical contact, or administrative contract (or the
equivalent under a ccTLD) as listed in the WHOIS record of the Base Domain Name or in a DNS SOA
record.

Domain Name: The label assigned to a node in the Domain Name System.

Domain Namespace: The set of all possible Domain Names that are subordinate to a single node in the
Domain Name System.

Domain Name Registrant: Sometimes referred to as the “owner” of a Domain Name, but more properly
the person(s) or entity(ies) registered with a Domain Name Registrar as having the right to control how a
Domain Name is used, such as the natural person or Legal Entity that is listed as the “Registrant” by
WHOIS or the Domain Name Registrar.

Domain Name Registrar: A person or entity that registers Domain Names under the auspices of or by
agreement with: (i) the Internet Corporation for Assigned Names and Numbers (ICANN), (ii) a national
Domain Name authority/registry, or (iii) a Network Information Center (including their affiliates,
contractors, delegates, successors, or assigns).

End-Entity: A person, computer system, or a communications device that is a subject or user of a
Certificate. An End-Entity is a Subscriber, a Relying Party, or both.

Entity: A Certification Authority, Registration Authority, or End-Entity.

EV Certificate: A certificate that contains information specified in these Guidelines and that has been
validated in accordance with these Guidelines.

EV Certificate Request: A request from an Applicant to VikingCloud requesting that VikingCloud issue
an EV Certificate to the Applicant, which request is validly authorized by the Applicant and signed by the
Applicant Representative.

EV Data: All EV Certificate Requests and data related thereto (whether obtained from the Applicant or
otherwise) in the CA’s possession or control or to which CA has access.

EV Processes: The keys, software, processes, and procedures by which VikingCloud verifies EV Data,
issues EV Certificates, maintains a Repository, and revokes EV Certificates.

Extended Validation Certificate: See EV Certificate.

Fully-Qualified Domain Name: A Domain Name that includes the labels of all superior nodes in the
Internet Domain Name System.

Government Agency: In the case of a Private Organization, the government agency in the Jurisdiction
of Incorporation under whose authority the legal existence of the Private Organization was established
(e.g., the government agency that issued the Certificate of Incorporation). In the case of Business
Entities, the government agency in the jurisdiction of operation that registers business entities. In the
case of a Government Entity, the entity that enacted the law, regulation, or decree establishing the legal
existence of the Government Entity.

Government Entity: A government-operated legal entity, agency, department, ministry, or similar
element of the government of a country, or political subdivision within such country (such as a state,
province,

High Risk Certificate Request: A Request that VikingCloud flags for additional scrutiny which may
include names at higher risk for phishing or other fraudulent usage.

20 Copyright © 2023 Viking Cloud, Inc. or its affiliates. All rights reserved.



May 24,2023 | VikingCloud Certificate Policy & Certification Practices Statement v7.4

Incorporating Agency: In the case of a Private Organization, the government agency in the Jurisdiction
of Incorporation under whose authority the legal existence of the Private Organization was established
(e.g., the government agency that issued the Certificate of Incorporation). In the case of a Government
Entity, the entity that enacted the law, regulation, or decree establishing the legal existence of the
Government Entity.

Individual: A natural person.

Internal Name: A string of characters (not an IP address) in a Common Name or Subject Alternative
Name field of a Certificate that cannot be verified as globally unique within the public DNS at the time of
certificate issuance because it does not end with a Top Level Domain registered in IANA’s Root Zone
Database.

International Organization: An organization founded by a constituent document, e.g., charter, treaty,
convention or similar document, signed by, or on behalf of, a minimum of two Sovereign State
governments.

Jurisdiction of Incorporation: In the case of a Private Organization, the country and (where applicable)
the state or province or locality where the organization’s legal existence was established by a filing with
(or an act of) an appropriate government agency or entity (e.g., where it was incorporated). In the case
of a Government Entity, the country and (where applicable) the state or province where the Entity’s legal
existence was created by law.

Key Materials: A tangible representation of a key. Examples include a key stored in computer memory,
computer disk, smart card, or other key carrier.

Legal Existence: A Private Organization, Government Entity, or Business Entity has Legal Existence if it
has been validly formed and not otherwise terminated, dissolved, or abandoned.

Maximum Validity Period: The maximum time period for which the issued Certificate is valid. Also, the
maximum period after CA verification that certain Applicant information may be relied upon in issuing a
Certificate pursuant to this CPS.

Object Identifier: A unique alphanumeric/numeric identifier registered under the International
Standards Organization’s applicable standard for a specific object or object class.

OCSP Responder: An online software application operated under the authority of VikingCloud and
connected to its Repository for processing Certificate status requests. See also, Online Certificate Status
Protocol.

Online Certificate Status Protocol: An online Certificate-checking protocol that enables relying-party
application software to determine the status of an identified Certificate. See also OCSP Responder.

Parent Company: A company that Controls a Subsidiary Company as determined by reference to a QIIS,
QGIS, QTIS, Verified Legal Opinion, or Verified Accountant Letter.

Place of Business: The location of any facility (such as a factory, retail store, warehouse, etc.) where the
Applicant’s business is conducted.

Principal Individual: An Individual of a Private Organization, Government Entity, or Business Entity that
is either an owner, partner, managing member, director, or officer, as identified by their title of
employment, or an employee, contractor or agent authorized by such entity or organization to conduct
business related to the request, issuance, and use of Certificates.

Private Key: The key of a Key Pair that is kept secret by the holder of the Key Pair, and that is used to
create Digital Signatures and/or to decrypt electronic records or files that were encrypted with the
corresponding Public Key.

Private Organization: A non-governmental legal entity (whether ownership interests are privately held
or publicly traded) whose existence was created by a filing with (or an act of) the Incorporating Agency in
its Jurisdiction of Incorporation.

21 Copyright © 2023 Viking Cloud, Inc. or its affiliates. All rights reserved.



May 24,2023 | VikingCloud Certificate Policy & Certification Practices Statement v7.4

Public Key: The key of a Key Pair that MAY be publicly disclosed by the holder of the corresponding
Private Key and that is used by a Relying Party to verify Digital Signatures created with the holder’s
corresponding Private Key and/or to encrypt messages so that they can be decrypted only with the
holder’s corresponding Private Key.

Public Key Infrastructure: A set of hardware, software, people, procedures, rules, policies, and
obligations used to facilitate the trustworthy creation, issuance, management, and use of Certificates and
keys based on Public Key Cryptography.

Qualified Auditor: An independent public accounting firm that meets the auditing qualification
requirements specified in Section 8.7.4 of these Guidelines.

Qualified Government Information Source (“QGIS”): A regularly updated and current publicly
available source which is designed for the purpose of accurately providing the information for which it is
consulted, and which is generally recognized as a dependable source of such information provided they
are maintained by a government entity.

Qualified Independent Information Source (“QIIS”): A regularly-updated and current publicly
available database designed for the purpose of accurately providing the information for which it is
consulted and which is generally recognized as a dependable source of such information. A commercial
database is a QIIS if the following are true: (i) data it contains that will be relied upon has been
independently verified by other independent information sources; (ii) the database distinguishes between
self-reported data and data reported by independent information sources; (iii) the database provider
identifies how frequently they update the information in their database; (iv) changes in the data that will
be relied upon will be reflected in the database in no more than twelve (12) months; and (v) the
database provider uses authoritative sources independent of the subject, or multiple corroborated
sources, to which the data pertains.

Random Value: A value specified by a CA to the Applicant that exhibits at least 112 bits of entropy.

Registered Agent: An Individual or entity that is: (i) authorized by the Applicant to receive service of
process and business communications on behalf of the Applicant; and (ii) listed in the official records of
the Applicant’s Jurisdiction of Incorporation as acting in the role specified in (i) above.

Registered Office: The official address of a company, as recorded with the Incorporating Agency, to
which official documents are sent and at which legal notices are received.

Registration Agency: A Governmental Agency that registers business information in connection with an
entity’s business formation or authorization to conduct business under a license, charter or other
certification. A Registration Agency MAY include, but is not limited to (i) a State Department of
Corporations or a Secretary of State; (ii) a licensing agency, such as a State Department of Insurance; or
(iii) a chartering agency, such as a state office or department of financial regulation, banking or finance,
or a federal agency such as the Office of the Comptroller of the Currency (OCC) or Office of Thrift
Supervision (OTS)

Registration Authority (RA): A person or other entity operating under the authority of a CA that is
responsible for identification and authentication of Certificate subjects and other duties as assigned in the
site CPS.

Reliable Method of Communication: A method of communication, such as a postal/courier delivery
address, telephone number, or email address, that was verified using a source other than the Applicant
Representative.

Relying Party: Any person (Individual or entity) that relies on a Valid Certificate. An Application Software
Supplier is not considered a Relying Party when software distributed by such Vendor merely displays
information relating to a Certificate. In this document, the terms “Certificate user” and “Relying Party”
are used interchangeably.

Repository: An online database of Certificate status information, either in the form of a CRL or an OCSP
response.

Risk Assessments: Activities defined within the VikingCloud information security program that: (i)
identify reasonably foreseeable internal and external threats that could result in unauthorized access,
disclosure, misuse, alteration, or destruction of any EV Data or EV Processes; (ii) assess the likelihood and
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potential damage of these threats, taking into consideration the sensitivity of the EV Data and EV
Processes; and (iii) assess the sufficiency of the policies, procedures, information systems, technology,
and other arrangements that VikingCloud has in place to control such risks.

Root CA: The top level Certification Authority that issues the self-signed Root Certificate under which
VikingCloud issues Certificates.

Root CA Key Pair: The Private Key and its associated Public Key held by the Root CA.

Root Certificate: The self-signed certificate issued by the Root CA to identify itself and to facilitate
signing of certificates identifying its Subordinate CAs.

Root Key Generation Script: A documented plan of procedures to be performed for the generation of
the Root CA key pair.

Security Plan: Security procedures, measures, and products designed to achieve the objectives set
forth in The VikingCloud Information Security Program to reasonably manage and control the risks
identified during the Risk Assessment, commensurate with the sensitivity of all VikingCloud Certification
Authority, Applicant, and Subscriber Data and Processes, as well as the complexity and scope of the
activities of the CA.

Signing Authority: One or more Certificate Approvers designated to act on behalf of the Applicant.

Sovereign State: A state, or country that administers its own government, and is not dependent upon,
or subject to, another power.

Sponsor: A person or organization with which the Subscriber is affiliated (e.g., as an employee, user of
service, or customer).

Subject: The organization identified as the Subject in the subject:organizationName field of a Certificate,
whose identity is unambiguously bound to a Public Key also specified in the Certificate. An Applicant
becomes a Subject when the Certificate it requested is issued.

Subject Identity Information: Information that identifies the Certificate Subject. Subject Identity
Information does not include a domain name listed in the subjectAltName extension or the Subject
commonName field.

Subordinate CA: A Certification Authority whose certificates are signed by the Root CA, or another
Subordinate CA. Certificates issued by a Subordinate CA will be valid if the appropriate OID(s) for that
certificate type is specified within the certificatePolicies extension of the end entity.

Subscriber: A person or entity who is the subject named or identified in a Certificate issued to such
person or entity, holds a Private Key that corresponds to a Public Key listed in that Certificate, and the
person or entity to whom digitally signed messages verified by reference to such Certificate are to be
attributed.

Subscriber / Subscribing Organization: (EV) The organization identified as the Subject in the subject:
organizationName field of a Certificate issued pursuant to this CP/CPS, and, as qualified by the Jurisdiction
of Incorporation information in an EV Certificate.

Subscriber Agreement: An agreement between the CA and the Applicant/Subscriber that specifies the
rights and responsibilities of the parties.

Subsidiary Company: A company that is controlled by a Parent Company as determined by reference
to a QlIS, QGIS, QTIS, Verified Legal Opinion, or Verified Accountant Letter.

Suspect Code: Code that contains malicious functionality or serious vulnerabilities, including spyware,
malware, and other code that installs without the user’s consent and/or resists its own removal, and code
that can be exploited in ways not intended by its designers to compromise the trustworthiness of the
platforms on which it executes.

Sysnet Global Solutions Group: That group of companies the parent company of which is Sysxnet Limited
t/a Sysnet Global Solutions and that includes Secure Compliance, Inc. (formerly named SecureTrust, Inc.),
Sysnet North America, Inc., and Viking Cloud, Inc.
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Terms of Use: Those provisions regarding the safekeeping and acceptable uses of a Certificate in
accordance with a CPS and CP that an Applicant Representative acknowledges and accepts on behalf of
an Applicant when such Applicant is an Affiliate of the CA.

Valid: A Certificate that has not expired and has not been revoked

Validity Period: A Certificate’s period of validity. It typically begins on the date the Certificate is issued
(or such later date as specified in the Certificate), and ends on the date and time it expires as noted in
the Certificate unless the Certificate is revoked before its expiration.

Validation Specialist: A person performing validation duties specified in these Guidelines.

Verified Accountant Letter: A document meeting the requirements specified in Section 3.6.2 of the EV
Guidelines.

Verified Legal Opinion: A document meeting the requirements specified in Section 3.6.1 of the EV
Guidelines.

WebTrust EV Program: The additional audit procedures specified for CAs that issue EV Certificates by
CPA Canada to be used in conjunction with its WebTrust Program for Certification Authorities.

WebTrust Program for CAs: The then-current version of the CPA Canada WebTrust Program for
Certification Authorities, available at https:/www.webtrust.or rtauth fin.htm.

WebTrust Seal of Assurance: An affirmation of compliance resulting from the WebTrust Program for
CAs.

WHOIS: Information retrieved directly from the Domain Name Registrar or registry operator via the

protocol defined in RFC 3912, the Registry Data Access Protocol defined in RFC 7482, or an HTTPS
website.
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1.6.2 Acronyms
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Acronym Meaning
ADN Authorization Domain Name
BIS (US Government) Bureau of Industry and Security
CA Certification Authority
ccTLD Country Code Top-Level Domain
CP Certificate Policy
CPA Chartered Professional Accountant
CPS Certification Practices Statement
CRL Certificate Revocation List
DBA Doing Business As (also known as “Trading As”)
EE End-Entity
EV Extended Validation
FIPS (US Government) Federal Information Processing Standard
FQDN Fully Qualified Domain Name
gTLD Generic Top-Level Domain
HSM Hardware Security Module
IANA Internet Assigned Numbers Authority
ICANN Internet Corporation for Assigned Names and Numbers
IEC International Electro-technical Commission
IETF Internet Engineering Task Force
ISO International Organization for Standardization
ITU International Telecommunications Union
NIST National Institute of Standards and Technology
NTP Network Time Protocol
OCC (US Government) Office of the Comptroller of the Currency
OCSP Online Certificate Status Protocol
oID Object Identifier
oTS (US Government) Office of Thrift Supervision
PIN Personal Identification Number
PKI Public Key Infrastructure
PKIX Public Key Infrastructure - X.509 (IETF Working Group)
QGIS Qualified Government Information Source
QTIS Qualified Government Tax Information Source
QlIS Qualified Independent Information Source
RA Registration Authority
RFC Request for Comments
RSA Rivest-Shamir-Adelman Encryption Algorithm
SEC (US Government) Securities and Exchange Commission
S/MIME Secure MIME (Multipurpose Internet Mail Extensions)
VPH VikingCloud Public-Key Hierarchy
SSL Secure Sockets Layer
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Acronym Meaning
TLD Top-Level Domain
TLS Transport Layer Security
TW Trustwave
UTC(k) National realization of Coordinated Universal Time

1.6.3 References

1.

10.

11.

12.

13.
14.

15.

16.

17.

18.

19.

FIPS 140-2 Federal Information Processing Standards Publication - Security Requirements For
Cryptographic Modules, Information Technology Laboratory, National Institute of Standards and
Technology, May 25, 2001.

. FIPS 140-3, Federal Information Processing Standards Publication - Security Requirements For

Cryptographic Modules, Information Technology Laboratory, National Institute of Standards and
Technology, March 22, 2019.

. RFC2119 Request for Comments: 2119, Key words for use in RFCs to Indicate Requirement Levels,

S. Bradner, March 1997.

. RFC2560 Request for Comments: 2560, X.509 Internet Public Key Infrastructure Online Certificate

Status Protocol - OCSP, M. Myers, et al, June 1999.

. RFC3279 Request for Comments: 3279, Algorithms and Identifiers for the Internet X.509 Public

Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile, Polk et all, April 2002.

. RFC3546 Request for Comments: 3546, Transport Layer Security (TLS) Extensions, Blake-Wilson et

al, June 2003.

. RFC3647 Request for Comments: 3647, Internet X.509 Public Key Infrastructure: Certificate Policy

and Certification Practices Framework, S. Chokhani et al, November 2003.

. RFC3739 Request for Comments: 3739, Internet X.509 Public Key Infrastructure: Qualified

Certificates Profile, Santesson et al, March 2004.

. RFC4055 Request for Comments: 4055, Additional Algorithms and Identifiers for RSA Cryptography

for use in the Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List
(CRL) Profile, Schaad et al, June 2005.
RFC5019 Request for Comments: 5019, The Lightweight Online Certificate Status Protocol (OCSP)
Profile for High-Volume Environments, A. Deacon, et al, September 2007.
RFC5280 Request for Comments: 5280, Internet X.509 Public Key Infrastructure: Certificate and
Certificate Revocation List (CRL) Profile, Cooper et al, May 2008.
RFC6844, Request for Comments: 6844, DNS Certification Authority Authorization (CAA) Resource
Record, Hallam-Baker, Stradling, January 2013.
WebTrust for Certification Authorities - Extended Validation audit criteria, CPA Canada, 2009.
X.509v3 ITU-T Recommendation X.509 (2005) | ISO/IEC 9594-8:2005, Information technology -
Open Systems Interconnection - The Directory: Public-key and attribute certificate frameworks.
Baseline Requirements for the Issuance and Management of Publicly-Trusted Certificates https://
forum.or line-r irements- ment

Guidelines for the Issuance and Management of Extended Validation Certificates https://

bf _validation/
RFC3161 Request for Comments: 3161, Internet X.509 Public Key Infrastructure: Time-Stamp
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Wise Key Establishment Schemes Using Discrete Logarithm Cryptography, Barker et al, May 2013.

1.6.4 Conventions

The VikingCloud Certificate Policy is based on, and complies with, the ISO/IEC X.509: Information
Technology - Open Systems Interconnection - The Directory: Public-Key and Attribute Certificate
Frameworks specification and IETF RFC 3647 PKI Certificate Policy and Certification Practice Framework.
The IETF Framework is used worldwide to ensure interoperability and conformance to a recognized
standard that defines a uniform certificate policy content and construction.

Terms not otherwise defined in this CP/CPS shall be as defined in applicable agreements, user manuals,
certification practice statements, and certificate policies (CP) of VikingCloud.
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In the event that there is a discrepancy between the following procedures and the CA/Browser Forum
Guidelines, the CA/Browser Forum Guidelines will supersede the procedures detailed below.
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2 PUBLICATION AND REPOSITORY RESPONSIBILITIES
2.1 REPOSITORIES

VikingCloud shall maintain three separate Repositories:

1. Certificate Repository. VikingCloud shall make available the Root Certificates at https://
certs.securetrust.com/CA. Digital Certificates that are issued to End-Entities are stored on non-
public file systems and in internal databases. They may also be published to public Certificate
Transparency logs in accordance with section 4.4.2 below.

2. Document Repository. This Certificate Policy and Certification Practice Statement, Legal
documents, associated CPs, Subscriber Agreements, Relying Party Agreements, and other
documents related to VikingCloud’s actions as a Certificate Services Provider shall be made publicly

available on our web site at the following URL: https://certs.securetrust.com/CA.

3. Certificate Status Information Repository. Certificate status information is available through
1) publicly published Certificate Revocation List (“CRL’). Root CRLs available at https://
certs.securetrust.com/CA and/or 2) other online Certificate status protocols such as OCSP. Every
Certificate issued by any CA within the VPH and governed by this CP/CPS will contain information
within the Certificate that will identify the location where Certificate status information can be
found. VikingCloud shall issue CRLs for all VikingCloud Certificate types, including subordinate
Certification Authorities, according to the schedule defined in section 4.9.7 below.

2.2 PUBLICATION OF CERTIFICATION INFORMATION

VikingCloud shall maintain and publish all past and current versions of this CP/CPS, including all
associated CPs, Subscriber Agreements, Relying Party Agreements, and all other relevant legal documents

at the following URL: https://certs.securetrust.com/CA. The repositories allow Relying Parties and others to

view Certificate status information, including without limitation, a Certificate’s revocation status.

Sensitive internal documents associated with information security plans, security controls, trade secrets,
and other operational plans are not made publicly available.

VikingCloud shall host test Web sites that allow Application Software Suppliers to test their software with
Subscriber Certificates that chain up to each root CA. These sites are accessible at the following URLs:

SGCA Valid: https://sgcatest.vikingcloud.com

SGCA Expired: https://sgcatest-expired.vikingcloud.com
SGCA Revoked: https: test-revoked.vikin

STCA Valid: https:/stcatest.vikingcloud.com

STCA Expired: https://stcatest-expired.vikingcloud.com
STCA Revoked: https://stcatest-revoked.vikingcloud.com
XGCA Valid: https://xgcatest.vikingcloud.com

XGCA Expired: https://xgcatest-expired.vikingcloud.com
XGCA Revoked: https://xgcatest-revoked.vikingcloud.com
TWGCA Valid: https://twgcatest.vikingcloud.com

TWGCA Expired: https://tw test-expired.vikin

TWGCA Revoked: https://twgcatest-revoked.vikingcloud.com
TWGP256CA Valid: https:/twgp256catest.vikingcloud.com
TWGP256CA Expired: https://twgp256catest-expired.vikingcloud.com

TWGP256CA Revoked: https://twgp2 test-revoked.vikin

TWGP384CA Valid: https://twgp384catest.vikingcloud.com
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TWGP384CA Expired: https://twgp384catest-expired.vikingcloud.com
TWGP384CA Revoked: https://twgp384catest-revoked.vikingcloud.com
2.3 TIME OR FREQUENCY OF PUBLICATION

Updates to this CP/CPS and the associated CPs are approved and published as set forth in Section 1.5.4
herein. Subscriber Agreements and Relying Party Agreements are published as necessary. Certificate
status information is published as specified within section 4.9.8. CRL information shall be generated and
published according to the schedule defined in section 4.9.7.

2.4 ACCESS CONTROLS ON REPOSITORIES

Information published in our Document Repository and Certificate Status Information Repository is
available on a read-only basis. Information contained in our Certificate Repository is available to the End-
Entity who owns the Certificate as well as to authorized VikingCloud staff. VikingCloud has physical and
logical security controls in place to prevent unaut